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Abstract 

This guide is used by system administrators to provide device and configuration management tools to aid in controlling 
network resources, mainly deployment management. 
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1 RAM overview 

Resource Automation Manager (RAM) is an IMC service component used to customize network 
services for users and automatically deploy network services. 

Basic network functions include MSTP, VLAN, OSPF, RIP, VRRP, ACL, and QoS.  

Features and benefits 

RAM has the following features and benefits: 

 Reduced configuration—RAM uses a service model to represent a function or a service. 
You can configure settings for a service model, and apply it to similar scenarios to reduce 
configuration workloads. 

 Automated deployment—Automatically deploys configurations to network devices.  

 End-to-end control—Controls the network ingress node, transmission path, and server, and 
provides QoS guarantees on the whole path for users. 

 User isolation—Isolates users to improve security and avoid mutual interference.   

 Improved resource utilization—RAM can provide and terminate services at anytime. This 
feature can prevent users who do not use services from occupying network resources.  

 Health monitoring—Monitors the health status for each function/service from when the 
function/service starts to when the function/service ends.  

Functions 

RAM provides the following functions: 

 Quick start—Provides information about basic concepts and functions in RAM.  

 Resource management—Manages the following resources: 

 Network—Includes a group of resources. You can classify resources, such as devices 
and servers, into groups based on resource locations and functions.  

 Network model—Defines a hierarchical network structure, in which each layer is called a 
network role.  

 Network zone—Contains specific network resources for a service. To form a network 
zone, select a network model for the network resources and assign the resources to 
different layers of the network model.  

 Connection point—Specifies an interface that connects to a tenant. 

 Tenant management—Allows you to associate tenants with connection points and view the 
services used by tenants.  

 Service management—Provides the following functions: 

 Service catalog—Lists service models based on groups.  

 Service model—Includes virtual network resources and their settings. A service model 
can be used by all tenants that need the same service.  

 Service instance—Application of a service model. A service instance specifies the actual 
network resources that correspond to the virtual network resources in the service model. 
Service instances include tenant service instances and network service instances. A 
tenant service instance specifies network resources for a tenant. A network service 
instance contains configurations for network resources.  

 Deployment history—Records all service instance deployment processes and results.  
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2 Configuring service instances 

This chapter describes the procedures for configuring network and tenant service instances. 

Preparations 

1. Complete the following configurations on devices and servers: 

 Configure the interfaces that connect to servers and terminals as access interfaces.  

 Configure the interfaces between switches as trunk interfaces.  

 Configure IP addresses for VLAN interfaces.  

 Configure IP addresses for router interfaces.  

 Configure IP addresses for server NIC.  

2. Add devices and servers to the IMC platform, and ensure the IMC platform identifies them as 
SNMP devices.  

Configuring a network service instance 

This section describes the tasks for configuring a network service instance.  

Importing resources from IMC platform and creating a 
network 

A network is a group of resources. You must add resources to a network before RAM can manage 
the resources.  

To import resources: 

1. Click the Service tab.  

2. From the navigation tree, select Resource Automation Manager > Network.  

3. Click the Import icon  to import resources from the IMC platform. 

4. Select sub views from a custom view, and then click Next. 

The Network Pooling page appears. 

5. Click Yes in the Confirmation dialog box. 

The network pooling starts. 

6. When network pooling completes, the new found devices are added to RAM. 

For more information about importing devices, see "Importing devices."  

Adding a network 

A network is a group of resources.  

To create a network: 

1. Click the Service tab.  

2. From the navigation tree, select Resource Automation Manager > Network, as shown in 
Figure 1.  

3. Select one or more resources, right-click the selected resources, and then select Add 
Network in the popup menu.  
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For more information about creating networks, see "Adding a network." 

Figure 1 Creating a network 

 
 

Creating a network model 

A network model defines a hierarchical network structure.  

To create a network model: 

1. Click the Service tab.  

2. From the navigation tree, select Resource Automation Manager > Network Model, as 
shown in Figure 2.  

3. Click Add to add a network model.  

For more information about adding network models, see "Configuring a network model."  
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Figure 2 Creating a network model 

 
 

Creating a network zone 

A network zone includes specific network resources for a service.  

To create a network zone: 

1. Click the Service tab.  

2. From the navigation tree, select Resource Automation Manager > Network Zone, as 
shown in Figure 3.  

3. Click Add to add a network zone.  

For more information about creating network zones, see "Adding a network zone." 
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Figure 3 Creating a network zone 

 
 

Creating a service instance 

Use one of the following methods to create a service instance: 

 Create a service model and service instance through inverse orchestration, and configure part 
of the devices and hosts in the network zone.  

 Assign a service instance in the network zone, and configure all devices and hosts in the 
network zone.  

Creating a service model and service instance through inverse orchestration 

1. Create a service catalog. 

A service catalog lists service models. You must create a service catalog before creating a 
service model.  

To create a service catalog: 

a. Click the Service tab.  

b. From the navigation tree, select Resource Automation Manager > Service Catalog, as 
shown in Figure 4.  

c. Click Add Service Catalog to add a service catalog.  

For more information about creating service catalogs, see "Managing service catalogs." 
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Figure 4 Creating a service catalog 

 
 

2. Create a service model through inverse orchestration.  

Inversion orchestration allows you to create a service model based on the network resources 
in the network zone.  

To create a service model through inverse orchestration: 

a. Click the Service tab.  

b. From the navigation tree, select Resource Automation Manager > Network Zone, as 
shown in Figure 5. 

Figure 5 Network zone 

 
 

c. tClick the Modify&Orchestrate icon  for a network zone to enter the network zone 
details page, as shown in Figure 6.  

d. Select one or more network resources at the bottom, right-click the selected resources, 
and then select Create Service Model in the popup menu to create a service model.  
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For more information about creating service models, see "Creating a service model through 
inverse orchestration." 

Figure 6 Detailed network zone page 

 
 

3. Create a service instance:  

a. Click the Service tab.  

b. From the navigation tree, select Resource Automation Manager > Service Catalog.  

c. Select the service model previously created, and then click Assign Service.  

d. Configure basic service instance information.  

e. Select a network zone, and then click OK. 

Assigning a service in the network zone 

1. Click the Service tab.  

2. From the navigation tree, select Resource Automation Manager > Network Zone. 

3. Click the Modify&Orchestrate icon  for a network zone.  

4. In the network zone on the lower part of the page, right-click a blank area, and then select 
Assign Service in the popup menu to create a service instance.  

For more information about assigning services in the network zone, see "Adding a network service 
instance." 

Deploying a service instance 

Perform this task to deploy the configurations in a service instance to actual network resources.  

Skip this task if you selected Immediately for creating a service instance. If you selected scheduled, 
perform the following steps to deploy a service instance: 

1. Click the Service tab.  

2. From the navigation tree, select Resource Automation Manager > Deployed Services, as 
shown in Figure 7.  

3. Click the Operation icon  for a service instance, and then select Deploy Service in the 
menu to deploy the service instance.  
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For more information about deploying service instances, see "Deploying a service instance." 

Figure 7 Service instance 

 
 

Viewing deployment history 

1. Click the Service tab.  

2. From the navigation tree, select Resource Automation Manager > Deployment History, as 
shown in Figure 8.  

For more information about deployment history, see "Managing the deployment history." 
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Figure 8 Deployment history 

 
 

Configuring a tenant service instance 

This chapter describes the procedures for configuring a tenant service instance. 

Importing resources from the IMC platform and creating a 
network 

A network is a group of resources.  

To import resources and create a network: 

1. Click the Service tab.  

2. From the navigation tree, select Resource Automation Manager > Network, as shown in 
Figure 9.  

3. Click the Import resource icon  to import resources from the IMC platform. 

4. Select one or more resources, right-click the selected resources, and then select Add 
Network in the popup menu.  

For more information about importing devices, see "Importing devices." For more information about 
creating networks, see "Adding a network." 
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Figure 9 Adding a network  

 
 

Creating a network model 

A network model defines a hierarchical network structure.  

To create a network model: 

1. Click the Service tab.  

2. From the navigation tree, select Resource Automation Manager > Network Model, as 
shown in Figure 10.  

3. Click Add to add a network model.  

For more information about adding network models, see "Adding a network model." 



 

11 

Figure 10 Creating a network model 

 
 

Creating a network zone 

A network zone includes specific network resources for a service.  

To create a network zone: 

1. Click the Service tab.  

2. From the navigation tree, select Resource Automation Manager > Network Zone, as 
shown in Figure 11.  

3. Click Add to add a network zone.  

For more information about creating network zones, see "Adding a network zone." 
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Figure 11 Creating a network zone 

 
 

Creating connection points in a network zone 

A connection point is an interface that connects to a tenant. You must create a connection point 
before creating a tenant.  

To create a connection point: 

1. Click the Service tab.  

2. From the navigation tree, select Resource Automation Manager > Network Zone, as 
shown in Figure 12.  

Figure 12 Creating a connection point 
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3. Click the Connection Point icon   for a network zone to enter the connection point page, 
as shown in Figure 13.  

4. Click Add to add a connection point.  

For more information about creating connection points, see "Adding a connection point." 

Figure 13 Connection point page 

 
 

Creating a tenant 

A user can be defined as one or multiple tenants in RAM.  

To create a tenant:  

1. Click the Service tab.  

2. From the navigation tree, select Resource Automation Manager > Tenant, as shown in 
Figure 14.  

3. Click Add to add a tenant. 

For more information about creating a tenant, see "Adding a tenant." 
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Figure 14 Creating a tenant 

 
 

Creating a service catalog 

A service catalog classifies service models. You must create a service catalog before creating a 
service model.  

To create a service catalog: 

1. Click the Service tab.  

2. From the navigation tree, select Resource Automation Manager > Service Catalog, as 
shown in Figure 15.  

3. Click Add Service Catalog to add a service catalog.  

For more information about creating service catalogs, see "Managing service catalogs."  
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Figure 15 Creating a service catalog 

 
 

Creating a service model 

A service model specifies virtual network resources and their settings. You must create a service 
model before creating a service instance.  

To create a service model: 

1. Click the Service tab.  

2. From the navigation tree, select Resource Automation Manager > Service Model, as 
shown in Figure 16. 

3. Create a service model.  

For detailed information about creating a service model, see "Managing service models." 
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Figure 16 Creating a service model 

 
 

Creating a service instance 

A service instance is an application of a service model. It specifies the actual network resources that 
correspond to the virtual network resources in the service model. 

To create a service instance: 

1. Click the Service tab.  

2. From the navigation tree, select Resource Automation Manager > Deployed Services, as 
shown in Figure 17. 

3. Click Assign Service to create a service instance.  

For more information about creating service instances, see "Importing devices."  
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Figure 17 Creating a service instance 

 
 

Deploying a service instance 

Perform this task to deploy the configurations in a service instance to actual network resources.  

Skip this task if you selected Immediately in Creating a service instance. If you selected scheduled, 
perform the following steps to deploy a service instance: 

1. Click the Service tab.  

2. From the navigation tree, select Resource Automation Manager > Deployed Services, as 
shown in Figure 18.  

3. Click the Operation icon  for a service instance, and then select Deploy Service in the 
menu to deploy the service instance.  

For more information about deploying service instances, see "Importing devices." 
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Figure 18 Service instance  

 
 

Viewing deployment history 

1. Click the Service tab.  

2. From the navigation tree, select Resource Automation Manager > Deployment History, as 
shown in Figure 19.  

For more information about deployment history, see "Managing the deployment history." 

Figure 19 Deployment history 
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3 RAM navigation menu and common 
operations 

Navigation menu 

1. Click the Service tab on the top navigation bar. 

2. From the left navigation tree, click Resource Automation Manager to expand the RAM 
navigation menu. 

Table 1 RAM navigation menu items 

Item Function 

Quick Start 
Displays the workflow for using RAM service modules and provides access to 
them. 

Network Allows you to add or delete devices and networks in a list or topology. 

Network Model 
Allows you to manage network roles and network models. You can customize 
network roles, and define network models by using predefined or custom network 
roles. 

Network Zone Allows you to add, modify, or delete network zones. 

Tenant 
Allows you to add, modify, or delete tenants. You can also view the status and 
quality of the services that are assigned to the tenants. 

Service Orchestrate 
Allows you to create service models through service orchestrating and save those 
service models to service catalogs.  

Service Catalog 
Allows you to manage service catalogs and service models. You can also create 
service instances with services models. 

Deployed Services 
Allows you to create, modify, or delete service instances. You can also deploy or 
undeploy service instances. 

Deployment History Allows you to manage the deployment history for service instances. 

Global Configuration Allows you to configure the parameters used by service orchestration. 

 

Common operations 

Sorting a list 

You can sort a list by every field that contains a Sort icon  in the column label. 

 When the list is sorted by a field in ascending order, the column label of the selected field is 
blue and contains an Ascending icon . 

 When the list is sorted by a field in descending order, the column label of the selected field is 
blue and contains a Descending icon . 

Navigating a list 

If a list contains enough entries, use the following aids to navigate the list: 

 Click the Next Page icon  to page forward in the list. 
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 Click the Last Page icon  to page forward to the end of the list. 

 Click the Previous Page icon  to page backward in the list. 

 Click the First Page icon  to page backward to the front of the list. 

 Click a page number to display the page in the list. 

 Select 8, 15, 50, 100, or 200 at the bottom of the list to configure how many items per page 
you want to display. 

Adding devices 

You can add devices from the IMC platform to RAM. 

Accessing the page for selecting devices 

In the device list, click Add. The page for selecting devices appears, from which you can filter devices 
by view or advanced query. 

Filtering devices by view 

1. In the Query Conditions area, click the By View tab. 

2. Click the Expand icon  to the left of the IP View, Device View, or Custom View field, and 
then select a subview.  

The views are described as follows: 

 IP View—Displays devices by network segment. 

 Device View—Displays devices by device category. 

 Custom View—Displays devices by custom view. The view has a subview named 
Devices Not In Views to display devices that do not belong to any custom view. 

All devices in the subview are displayed in the Devices Found area. 

Filtering devices by advanced query 

1. In the Query Conditions area, click the Advanced tab. 

2. Specify one or more of the following query criteria: 

 Device IP—Enter an IP address for devices.  

 If Exact Query is selected, enter a complete IPv4 address. If Exact Query is not selected, 
enter a partial or complete IPv4 address.  

 Device IP List—Click the Configuration icon  next to the Device IP List field to 
perform an exact query for multiple devices.  

 On the Device IP List Configuration page, enter multiple IP addresses separated by 
commas, semicolons, or carriage returns, click Add, and then click OK. 

 Device Label—Enter a partial or complete device label.  

 Device Status—Select a device state from the list: Unmanaged, Unknown, Normal, 
Warning, Minor, Major, or Critical. 

 Device Category—Select a device type from the list: Routers, Switches, Servers, 
Security, Storage, Wireless, Voice, Surveillance, Video, Virtual Devices, Module, 
Application Controller, SDN Controller, Printers, UPS, Desktops, or Others. 

 Device Series—Select a device series from the list. Options include all device series that 
are added to the IMC platform 

 Contact—Enter partial or complete contact information for devices. This criterion is case 
insensitive. 

 Location—Enter partial or complete location information for devices. This criterion is case 
insensitive.  
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 Device Reachability—Select a reachability state from the list: Reachable or 
Unreachable. 

An empty field does not serve as a query criterion. 

3. Click Query.  

All matching devices are displayed in the Devices Found area. 

Selecting devices 

1. Add devices to the Selected Devices area: 

 To add one or more devices, select the devices in the Devices Found area, and then click 

the Add icon . 

 To add all devices, click the Add All icon . 

2. Remove unwanted devices from the Selected Devices area: 

 To remove one or more devices, select the devices in the Selected Devices area, and 

then click the Remove icon . 

 To remove all devices, click the Remove All icon . 

3. Click OK. 
 

 NOTE: 

To select multiple devices, press Ctrl when you select the devices. 
 

Selecting interfaces 

To select device interfaces in RAM: 

1. In the port list, click Add. The page for selecting devices and interfaces appears. 

2. Filter devices by view or advanced query. For more information, see "Adding devices."  

3. In the device list, select the device whose interfaces you want to add to RAM. The interface 
list page appears.  

4. Add interfaces to the Selected Interfaces area: 

 To add one or more interfaces, select the interfaces in the Interfaces Found area, and 

then click the Add icon . 

 To add all interfaces, click the Add All icon . 

5. Remove unwanted interfaces from the Selected Interfaces area: 

 To remove one or more interfaces, select the interfaces in the Selected interfaces area, 

and then click the Remove icon . 

 To remove all interfaces, click the Remove All icon . 

6. Click OK. 
 

 NOTE: 

To select multiple interfaces, press Ctrl when you select the interfaces. 
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4 Viewing the Quick Start page 

The Quick Start page displays the following contents: 

 A brief introduction to RAM. 

 A service workflow for using RAM service modules. It also provides access to the modules. 

To access the Quick Start page: 

1. Click the Service tab. 

2. Select Resource Automation Manager > Quick Start from the navigation tree. 

The upper part of the page is a simple description of the RAM component. 

The lower part of the page presents the relationship among service models. 

Figure 20 Quick Start page 

 
 

3. Point to the number of a service module to view its function description. 

4. Click the number of a service module to access the service module page.  
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Figure 21 Service diagram 
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5 Managing resources 

Resources in RAM include networks, network models, and network zones. 

Configuring networks 

The RAM network module enables you to divide a network into different role areas based on factors 
such as location. Devices can be added to different role areas to facilitate device management. 

RAM provides the following network management modes: 

 Topology—Displays networks, network devices, and connection relationship between them. 
Also, you can perform the following operations: 

 Import devices to the topology. 

 Add networks to or delete networks from the topology. 

 Add devices to or delete devices from networks. 

 Add or delete network zones. 

 List—Displays the name, description, and creation time of networks in RAM. Also, you can 
add or delete networks, and add devices to or delete devices from networks. 

Managing the network topology 

This function enables you to manage networks in the network topology in RAM. 

Viewing the network topology 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Network. 

The network management page appears. 

3. Select Topology. 

The network topology appears. 

The icons on the topology are the same as those on topologies of the IMC platform. For more 
information, see the HPE Intelligent Management Center v7.2 Enterprise and Standard 
Platform Administrator Guide. 

If a device or host is added to a network zone, a Zone icon  appears next to the device or 
host icon. 

Adjust the topology from the toolbar on top (see Table 2), or configure devices, links, hosts, 
and networks in the topology from the right-click menus (see Table 3). 

Table 2 Topology toolbar commands 

Icon Command 

 Display the topology in 1:1 scale. 

 Zoom in on the topology by 10%. 

 Zoom out on the topology by 10%. 

 Adjust the topology to fit the window size. 
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Icon Command 

 

 

Magnify the network resource in the topology by clicking the Magnifier icon  
and pointing to the target in the topology. To exit the magnifier mode, click the 

Magnifier icon  again. 

 Arrange the topology layout. 

 
Search for devices by device label (device IP address or name). Fuzzy matching 
is supported. 

 Save the latest topology. 

 
Import devices from the IMC platform to RAM. For more information, see 
"Importing devices." 

 
Manage links connected to devices. For more information, see "Importing 
devices." 

 Display the legend information about nodes and links in the topology. 

 

Table 3 Topology right-click menu options 

Right-click 

location 
Menu options 

Blank area 

The menu includes the following options: 

 Reload—Reload the network topology. 

 Pooling Result—View the pooling result about devices and links in 

the network. For more information, see "Adding a network service 
instance." 

 Device Label—Select the content to be displayed as the device label. 
Options are Show IP, Show Label, Show SysName, Show Vendor, 
Show Device Type, Show Device Model, and No Label.  

 Add Device—Add a device to RAM from the IMC platform. For more 

information, see "Adding devices to RAM." 

 Link Management—Manage links among devices in the topology. For 
more information, see "Importing devices." 

Single device or host 

The menu includes the following options: 

 Add Network—Add a network and add the devices to the network. 

For more information, see "Adding a network." 

 Assign Service—Add a service instance. For more information, see 
"Adding a network service instance." 

 Add Network Zone—Add a network zone and add the devices to the 
zone. For more information, see "Adding a network zone." 

 Add Application—Add an application to a host. For more information, 
see "Adding an application." 

 Delete Application—Delete one or more applications from a host. For 

more information, see "Deleting applications." 

 Delete from Network—Delete a device from RAM. For more 

information, see "Deleting devices from RAM." 

 Device Information—Display detailed information about a device on 
the device details page. 

 Synchronize—Synchronize the device information. The 
synchronization process information appears in the Message area 
below the topology. 

Two devices or hosts 
The menu includes the following options: 

 Add Network—Add a network and add the devices to the network. 
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For more information, see "Adding a network." 

 Assign Service—Add a service instance. For more information, see 
"Adding a network service instance." 

 Add Network Zone—Add a network zone and add the devices to the 
zone. For more information, see "Adding a network zone." 

 Count Link and Add Zone—Calculate links between the two devices, 

and create a network zone to add the devices on the links to the zone. 

 Delete from Network—Delete devices from RAM. For more 
information, see "Deleting devices from RAM."  

 Add Link—Add a link between the two devices. 

 Calculate Link—Calculate links between the two devices. For more 
information, see "Calculating links." 

 Synchronize—Synchronize the device information. The 
synchronization process information appears in the Message area 

below the topology. 

More than two devices 
or hosts 

The menu includes the following options: 

 Add Network—Add a network and add the devices to the network. 
For more information, see "Adding a network." 

 Assign Service—Add a service instance. For more information, see 

"Adding a network service instance." 

 Add Network Zone—Add a network zone and add the devices to the 
zone. For more information, see "Adding a network zone." 

 Delete from Network—Delete devices from RAM. For more 
information, see "Deleting devices from RAM." 

 Synchronize—Synchronize the device information. The 
synchronization process information appears in the Message area 

below the topology. 

Link 
Delete Link—Delete logical links between two devices. For more 
information, see "Deleting a link." 

Folded network 

The menu includes the following options: 

 Delete Network—Delete a network. For more information, see 
"Deleting a network." 

 Add Network Zone—Add a network zone and add devices to the 

zone. For more information, see "Adding a network zone." 

 Add Device—Add a device to a network. For more information, see 
"Adding devices to a network." 

 Pooling Result—View pooling result about devices and links in the 

network. For more information, see "Adding a network service 
instance." 

Blank area in an 
unfolded network 

The menu includes the following options: 

 Delete Network—Delete a network. For more information, see 
"Deleting a network." 

 Add Network Zone—Add a network zone and add all devices in the 

network to the zone. For more information, see "Adding a network 
zone." 

 Add Device—Add a device to a network. For more information, see 
"Adding devices to a network." 

 Pooling Result—View pooling result about devices and links in the 

network. For more information, see "Adding a network service 
instance." 

Single device or host 
in an unfolded network 

The menu includes the following options: 

 Assign Service—Add a service instance. For more information, see 
"Adding a network service instance." 

 Add Network Zone—Add a network zone on a network. For more 

information, see "Adding a network zone." 

 Add Application—Add an application to a host. For more information, 
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see "Adding an application." 

 Delete Application—Delete one or more applications from a host. For 

more information, see "Deleting applications." 

 Remove from Network—Remove a device from a network. For more 
information, see "Deleting devices from a network." 

 Device Information—Display detailed information about a device. 

 Synchronize—Synchronize the device information. The 
synchronization process information appears in the Message area 
below the topology. 

Two devices or hosts 
in an unfolded network 

The menu includes the following options: 

 Assign Service—Add a service instance. For more information, see 
"Adding a network service instance." 

 Add Network Zone—Add a network zone and add the devices to the 
zone. For more information, see "Adding a network zone." 

 Count Link and Add Zone—Calculate links between the two devices, 
and create a network zone to add the devices on the links to the zone. 

 Remove from Network—Remove devices from a network. For more 
information, see "Deleting devices from a network." 

 Add Link—Add a link between the two devices. 

 Calculate Link—Calculate links between the two devices. For more 

information, see "Calculating links." 

 Synchronize—Synchronize the device information. The 
synchronization process information appears in the Message area 
below the topology. 

More than two devices 
or hosts in an 
unfolded network 

The menu includes the following options: 

 Assign Service—Add a service instance. For more information, see 
"Adding a network service instance." 

 Add Network Zone—Add a network zone on a network. For more 
information, see "Adding a network zone." 

 Remove from Network—Remove the devices from a network. For 
more information, see "Deleting devices from a network."  

 Synchronize—Synchronize the device information. The 
synchronization process information appears in the Message area 
below the topology. 

 

Importing devices 

Devices can be imported only from a view on the IMC platform. Before importng devices to RAM, 
make sure the devices are added to the same view. 

To import a device from the IMC platform to RAM: 

1. Access the network topology. 

2. On the toolbar, click the Import Device icon . 

The Import Device dialog box appears. 

3. Select one or more subviews in the view. 

If you select Create Network by Subview, RAM will create networks according to the 
structure of subviews. When devices in the root directory are imported to RAM, they are not 
included in any network, but they appear together with the networks in the topology. 

4. Click Next. The network pooling page appears. 

5. Click Yes in the Confirmation dialog box. The network pooling starts. 

6. When network pooling completes, the newly found devices are added to RAM. 

On the Network Pooling page, the topology on the lower part of the default Device page 
dynamically shows the network resource pooling process.  
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Adding a network 

1. Access the network topology. 

2. Select one or more devices that are not located in any network. 
 

 NOTE: 

To select multiple devices, press Ctrl when you select the devices. 
 

3. Right-click any of the selected devices, and then select Add Network from the menu. 

The Add Network window appears.  
 

 NOTE: 

One device can be added to only one network. The Add Network menu option is not 
available if one of the selected devices has already been added to a network. 

 

4. Configure the following parameters: 

 Name—Enter a name to uniquely identify the network. 

 Description—Enter a description of the network to aid maintenance. 

5. Click OK. 

Deleting a network 

After a network is deleted, all its member devices are directly displayed in the topology together with 
other networks. 

To delete a network: 

1. Access the network topology. 

2. Right-click a network, and then select Delete Network from the menu. 

A confirmation dialog box appears. 

3. Click OK. 

Adding devices to RAM 

When you add devices, RAM first performs network pooling for the devices. 

To add devices to RAM: 

1. Access the network topology. 

2. Right-click a blank area on the topology, and then select Add Device from the menu. 

The Select Devices page appears. 

3. Filter devices by view or advanced query, and then add them to RAM. 

4. Click OK. 

The network pooling page appears. 

5. Click Yes in the Confirmation dialog box. 

Network pooling starts. 

When network pooling completes, the newly found devices are added to RAM. 

Adding devices to a network 

1. Access the network topology. 

2. Right-click a folded network or right-click a blank area on an unfolded network. 

3. Select Add Device from the menu. 

The Select Devices page appears. 

4. Filter devices by view or advanced query, and then add them to RAM. 

5. Click OK. 
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Deleting devices from RAM 

Deleting a device from RAM does not delete it from the IMC platform. 

A device cannot be deleted if the device has been added to a network zone. 

To delete a device from RAM: 

1. Access the network topology. 

2. Select one or more devices to be deleted in the topology. 
 

 NOTE: 

To select multiple devices, press Ctrl when you select the devices. 
 

3. Right-click any of the selected devices, and then select Delete Device from the menu. 

A confirmation dialog box appears. 

4. Click OK. 

Deleting devices from a network 

Deleting a device from a network does not delete it from RAM. Deleted devices are still displayed in 
the topology together with other networks. 

To delete a device from a network: 

1. Access the network topology. 

2. Double-click a folded network. 

3. Select one or more devices to be deleted in the topology. 
 

 NOTE: 

To select multiple devices, press Ctrl when you select the devices. 
 

4. Right-click any of the selected devices, and then select Delete Device from the menu. 

A confirmation dialog box appears. 

5. Click OK. 

Calculating links 

When you calculate links between two devices, all links and devices that connect to the selected 
devices are highlighted. The devices can be added to a network zone that was added. 

To calculate the links: 

1. Access the network topology. 

2. Double-click one or more networks. 

3. Select two devices. 
 

 NOTE: 

Press Ctrl when you select the devices. 
 

4. Right-click one of the selected devices, and then select Calculate Link from the menu. 

After the link calculation, RAM highlights all links and devices that connect to the selected 
devices. 

Adding a link 

To add a link between two devices: 

1. Access the network topology. 

2. Select two devices. 
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By default, the system uses the first selected device as the left node for the link, and uses the 
other device as the right node. 

3. Right-click the selected devices, and then select Add Link from the menu. 

4. Enter the link name. 

5. Click Choose Left Interface and select an interface. 

6. Click Choose Right Interface and select an interface. 

7. Click OK. 

The added link appears in the link list with Manual Added as the Source value. 

Deleting a link 

1. Access the network topology. 

2. Right-click a link, and then select Delete Link from the menu. 

A confirmation dialog box appears. 

3. Click OK. 

Adding a network zone 

Before you add a network zone, first create one or more service models in RAM. For more 
information, see "Adding a network model." 

To add a network zone: 

1. Access the network topology. 

2. Select one or more devices. 
 

 NOTE: 

To select multiple devices, press Ctrl when you select the devices. 
 

3. Right-click one of the selected devices, and then select Add Network Zone from the menu. 

The Add Network Zone page appears.  

4. Configure the following parameters: 

 Name—Enter a name to uniquely identify the network zone.  

 Network Model—Select a network model from the list. The list includes all existing 
network models in RAM. 

5. Click OK. 

The network zone list appears. You can view the new network zone on the resource list. 

Adding an application 

Add applications to hosts to aid application management on the network. 

To add a host application on a network: 

1. Access the network topology. 

2. Right-click a host, and then select Add Application from the menu. 

The Add Application page appears. 

3. Configure the following parameters: 

 Application Name—Select an application from the list. Options are SAP, Lync, 
Exchange, and Polycom. 

 Application Port—Enter the port number used by the application. The textbox is 
automatically filled with default port numbers for each application. 

4. Click OK. 
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Deleting applications 

To delete one or more applications from a host: 

1. Access the network topology. 

2. Right-click a host, and then select Delete Application from the menu. 

The Delete Application page appears. 

3. Select one or more applications. 

4. Click Delete. 

Network pooling 

This function allows you to view information about devices, links, LB devices, and firewalls in the 
network and monitor their status. For more information, see "Network pooling." 

Network pooling 

Network pooling obtains device basic information and capability information, and monitors status for 
devices, links, LB devices, and firewalls in the network. You can view the following information:  

 Device information, including the number of ACLs (available/all), number of VLANs 
(available), number of ports (available/all), and most recent polling time of a device. 

 Path and link information, including the name, source and destination (devices and 
interfaces), bandwidth usage (available/all), and number of contained links. In addition, the 
summary path status, bandwidth usage, and link status statistics are displayed in diagrams on 
the Monitor tab.  

 LB device information, including the throughput (available/total), CPU usage, memory usage, 
number of current connections, and connection limit of each LB device.  

 Firewall information, including the name, source network, destination network, service, time 
range, and rule type of a firewall.  

Managing the network list 

This function enables you to use the list to manage networks in RAM. 

Viewing the network list 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Network. 

The network management page appears. 

3. Select List. 

The network list page appears, including a toolbar and a network list. 

Toolbar commands 

 Add—Add a network (see "Adding a network"). 

 Delete—Delete one or more networks (see "Deleting a network"). 

 Refresh—Refresh the network list to view the most recent data. 

Network list contents 

 Name—Name of the network. Click the name to view all devices on the network. 

 Description—Descriptive information about the network. 

 Creation Time—Time when the network was created, in the format YYYY-MM-DD 
hh:mm:ss. 

 Modify—Click the Modify icon  to modify the network. For more information, see 
"Modifying a network."  
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 Pooling Result—Click the Pooling Result icon  to view the pooling result of the 
network. For more information, see "." 

Adding a network 

1. Access the network list page. 

2. Click Add. 

The Add Network page appears. 

3. In the Add Network area, configure the following parameters: 

 Name—Enter a name to uniquely identify the network. 

 Description—Enter a description for the network to aid maintenance. 

4. Select devices for the network. 

a. In the Device List area, click Add. 

The Select Devices page appears. 

b. Filter devices by view or advanced query. For more information, see "Adding devices." 

c. Click OK. 

You can view the added devices on the device list. 

To delete unwanted devices, select the devices, and then click Delete. 

5. Click OK. 

 

 NOTE: 

A device can be added to only one network. When you select devices, RAM filters out devices 
that have been added to other networks. 

 

Modifying a network 

1. Access the network list page. 

2. Click the Modify icon  for a network. 

The Modify Network page appears. 

When you modify the network, its network name cannot be changed, and devices that have 
been added to a network zone on the network cannot be deleted. 

Modify the network in the same way a network is added. For more information, see "Adding a 
network." 

3. Click OK. 

Deleting a network 

Deleting a network does not delete its devices from RAM. After a network is deleted, all its member 
devices are directly displayed in the topology together with other networks. 

To delete a network: 

1. Access the network list page. 

2. Select one or more networks. 

3. Click Delete. 

A confirmation dialog box appears. 

4. Click OK. 

Viewing devices on a network 

1. Access the network list page. 

2. Click a network name. 
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The page displays the status, name, IP address, and model of devices included in the 
network. For more information, see the HPE Intelligent Management Center v7.2 Enterprise 
and Standard Platform Administrator Guide. 

Configuring a network model 

Use the network model module to manage predefined network roles and network models. 

 Network role—You can divide networks into different network role areas as needed. 

 Network model—You can combine network roles into a network model. A network model can 
be applied to similar scenarios to reduce configuration workloads. 

Configuring network roles 

Network roles are the base of network models. 

Viewing the network role list 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Network Model. 

The Network Model page appears. 

3. Click the Network Role tab. 

The Network Role page appears, including a toolbar and a network role list. 

Toolbar commands 

 Add—Add a network role (see "Adding a network role"). 

 Delete—Delete one or more network roles (see "Batch deleting network roles"). 

 Refresh—Refresh the network role list to view the most recent data. 

Network role list contents 

 Network Role Name—Name of the network role. 

 Color—Background color of the network role in a network model. 

 Description—Descriptive information about the network role. 

 Operation—Provides the Modify icon  and the Delete icon . Click the Modify icon 

 to modify the network role (see "Modifying a network role"). Click the Delete icon  
to delete the network role (see "Deleting a network role"). 

Adding a network role 

1. Access the network role list page. 

2. Click Add. 

The Add Network Role dialog box appears. 

3. Configure the following parameters: 

 Network Role Name—Enter a network role name to uniquely identify the network role. 

 Color—Click Color to select a unique color. You can also enter an RGB value to identify 
the color. For better visual effects, select a light background color, and set significantly 
different colors for network roles. 

 Description—Enter a description for the network role to aid maintenance. 

4. Click OK. 

Modifying a network role 

1. Access the network role list. 

2. Click the Modify icon  for a network role. 
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The Modify Network Role page appears. 

Modify the network role in the same way a network role is added. For more information, see 
"Adding a network role." 

Deleting a network role 

A network role that has been used by a network model cannot be deleted. 

To delete a network role: 

1. Access the network role list page. 

2. Click the Delete icon  for a network role. 

A confirmation dialog box appears. 

The Delete icon  does not appear for network roles that have been used by a network 
model. 

3. Click OK. 

Batch deleting network roles 

Network roles that have been used by a network model cannot be deleted. 

To batch delete network roles: 

1. Access the network role list page. 

2. Select one or more network roles. 

3. Click Delete. 

A confirmation dialog box appears. 

4. Click OK. 

Configuring a network model 

A network model is the combination of network roles to represent a network. 

Viewing the network model list 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Network Model. 

The Network Model page appears, including a toolbar and a network model list. 

Toolbar commands 

 Add—Add a network model (see "Adding a network model"). 

 Delete—Delete one or more network models (see "Batch deleting network models"). 

 Refresh—Refresh the network model list to view the most recent data. 

Network model list contents 

 Network Model Name—Name of the network model. 

 Network Role—Network roles in the network model. 

 Operation—Provides the Modify icon  and the Delete icon . Click the Modify icon 

 to modify the network model (see "Modifying a network model"). Click the Delete icon 

 to delete the network model (see "Deleting a network model"). 

Adding a network model 

1. Access the network model list page. 

2. Click Add. 

The Add Network Model page appears. 

3. Drag network roles to the lower area of the page. 
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4. Configure the network roles: 

 Connect network roles with links. 

 Click Reset to clear all network roles. 

 Click the Add Network Role icon  at the right of the page to add network roles (see 
"Adding a network role"). 

5. In the Network Model Name field, enter a network model name to uniquely identify the 
network model. 

6. Click OK. 

Modifying a network model 

Predefined network models or network models that have been added to a network zone cannot be 
modified. 

To modify a network model: 

1. Access the network model list page. 

2. Click the Modify icon  for the network model. 

The Modify Network Model page appears. 

The Modify icon  does not appear for predefined network models nor for network models 
that have been added to a network zone. 

Modify the network model in the same way a network model is added. For more information, 
see "Adding a network model." 

Deleting a network model 

Predefined network models or network models that have been added to a network zone cannot be 
deleted. 

To delete a network model: 

1. Access the network model list page. 

2. Click the Delete icon  for a network model. 

A confirmation dialog box appears. 

The Delete icon  does not appear for predefined network models, nor for network models 
that have been added to a network zone. 

3. Click OK. 

Batch deleting network models 

Predefined network models or network models that have been added to a network zone cannot be 
deleted. 

To batch delete network models: 

1. Access the network model list page. 

2. Select one or more network models. 

3. Click Delete. 

A confirmation dialog box appears. 

4. Click OK. 

Configuring network zones 

A network zone is a set of resources used to provide tenants services or functions. A network zone 
includes connection points, through which tenants access networks. 
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Before using network zones to provide services or functions, you must associate network zones with 
devices and links in service models. Service model configurations are deployed to the associated 
devices in network zones to provide tenants services or functions. 

To improve services and deployment, correctly build network zones in RAM. 

Viewing the network zone list 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Network Zone. 

The Network Zone page appears, including a toolbar and a network zone list. 

Toolbar commands 

 Add—Add a network zone (see "Adding a network zone"). 

 Delete—Delete one or more network zones (see "Deleting network zones"). 

 Synchronize—Synchronize the network zones to obtain the most recent configuration. 

 Auto Synchronization Time—Set the interval time of auto synchronization. 

 Refresh—Refresh the network zone list to view the most recent data. 

Network zone list contents 

 Name—Name of the network zone. Click a network zone name to view topologies and 
connection points in the network zone. 

 Network Model—Network model used by the network zone and the network roles in the 
network model. 

 Operation—Provides the Modify&Orchestrate icon , the Connection Point icon , 

and the Pooling Result icon . Click the Modify &Orchestrate icon  to modify the 
network zone, or add a service model based on the network zone. Click the Connection 

Point icon  to add connection points. Click the Pooling Result icon  to view the 
pooling result of resources in the network zone. 

Viewing the topology of a network zone 

Detailed information about a network zone includes the device connection relationship and 
connection points. 

To view the network zone details: 

1. Access the network zone list. 

2. Click the name of a network zone. 

The topology page of the network zone appears. 

3. On the network zone topology, view the connection relationship of devices. 

 Devices that host the connection point include a cloud icon . 

 Devices to which service instances have been deployed include a headset icon . 

Viewing the connection point list of a network zone 

1. Access the network zone list. 

2. Click the Connection Point icon  of a network zone. 

The connection point list page of the network zone appears. 

3. View the connection point list: 

 Name—Name of the connection point. 

 Status—Status of the connection point: 



 

37 

 Unused—The connection point is not used by any tenant. 

 Used—The connection point is being used by at least one tenant. 

For more information about binding a connection point with tenants, see "Adding a 
tenant." 

 Operation—Provides the Modify icon  and the Delete icon . Click the Modify icon 

 to modify the connection point. Click the Delete icon  to delete the connection 
point. 

 Network Zone—Name of the network zone to which the connection point belongs. 

 VLAN—VLAN ID of the port that is associated with the connection point. 

 IP Address Segment—IP address segment of tenants who access the network through 
the connection point. 

4. Click the Expand icon  to the left of a connection point name. 

The page displays information about the access device where the connection point is located, 
including Name, Device Status, Device Model, and IP Address. 

5. Click the Expand icon  to the left of the device name. 

The page displays information about ports associated with the connection point. Table 4 lists 
parameters for the access device and ports. 

Table 4 Parameters for the access device and ports 

Parameter Access device Port 

Name Label and IP address. Type and number. 

Device Status Alarm status. Operation status: Up or Down. 

Device Model Device model. Port type, such as L3IPLAN. 

IP Address IP address. 
Virtual interface IP address of 
the VLAN to which the port 
belongs. 

 

Adding a network zone 

1. Access the network zone list. 

2. Click Add. 

The Add Network Zone page appears. 

3. In the Add Network Zone area, configure the following parameters: 

 Name—Enter a network zone name to uniquely identify the network zone. 

 Network Model—Select a network model applicable to the network zone from the list. 
The list includes all existing network models in RAM. 

4. Select devices to be added to the network zone. 

a. Click Add in the Device List area. 

The Select Devices page appears. 

b. Filter devices by view or advanced query. For more information, see "Adding devices." 

c. Click OK to return to the Add Network Zone page. 

5. Click OK. 
 

 NOTE: 
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When you add a network zone, you cannot add a connection point or configure devices in the 
network zone. To add a connection point or configure devices in a network zone, access the 
page for modifying a network zone. 

 

Adding a connection point 

Tenants use a connection point to access a network zone. Add a connection point from the 
connection point list or from the network zone topology. RAM supports using only switches as the 
network device. 

Adding a connection point from the connection point list page 

1. Access the network zone list. 

2. Click the Connection Point icon  for a network zone. 

The Connection Point List page appears.  

3. Click Add. 

The Add Connection Point page appears. 

4. On the Select Device tab, select the devices on which the connection points to be added are 
located, and then click Next. 

5. On the Select Ports tab, select the ports to be associated with the connection points, and 
then click Next. 

6. On the Configure Parameter tab, configure the following parameters: 

 Name—Enter a connection point name to uniquely identify the connection point. 

 VLAN—Enter the VLAN ID of the port that is associated with the connection point.  

 Access IP—Enter the IP address of the virtual interface for the VLAN to which the 
associated port belongs. 

 Mask—Enter the mask of the virtual interface for the VLAN to which the associated port 
belongs. 

7. Click OK. 
 

 NOTE: 

 If the ports selected in Step 5 belong to the same VLAN, and the VLAN has been 
configured with an IP address and mask, the system will automatically populate the VLAN, 
IP Address, and Mask fields. 

 Interfaces added in a connection point only belong to the connection point. The PVID of 
interfaces is the VLAN ID of the connection point. 

 

Adding a connection point from the network zone topology 

1. Access the network zone list. 

2. Click the Modify&Orchestrate icon  for a network zone. 

The Modify Network Zone page appears. 

3. Right-click a device in the topology, and then select Create Connection Point from the 
menu. 

The Create Connection Point page appears. 

4. Select ports. RAM filters ports and displays only the ports that can be used as connection 
points. 

5. Click Next. 

6. On the Configure Parameter page, enter a connection point name. 

RAM automatically populates other fields. 
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7. Click OK. 

Configuring devices in a network zone 

RAM does not automatically adjust devices that are added to a network zone. You must manually 
configure them: 

1. Access the network zone list page. 

2. Click the Modify&Orchestrate icon  for a network zone. 

The Modify Network Zone page appears. 

3. Drag devices to their respective network role areas. You cannot drag devices for which 
services have been deployed. 

4. Add devices: 

a. Right-click a blank area on the network zone and select Modify Device List from the 
menu. 

The Modify Device List page appears. 

b. In the Device List area, click Add. 

The Select Device page appears. 

c. Filter devices by view or advanced query. For more information, see "Adding devices." 

d. Click OK. 

5. Delete devices: 

a. Right-click a blank area on the network zone and select Modify Device List from the 
menu. 

The Modify Device List page appears. 

b. In the Device List area, select one or more devices. 

c. Click Delete. 

Devices for which services have been deployed cannot be deleted. 

6. Click OK. 

The Modify Network Zone page appears. 

7. Click the Save icon . 

Table 5 Network zone toolbar commands 

Icon Command 

 Upload a network model. After the upload, the new network model is used. 

 Save the most recent settings of the network zone. 

 Generate a service model based on a network zone. 

 Access the connection point list page. 

 View the pooling result of all devices in the network zone. 

 Configure the network zone and generate a service instance. 

 
Search for devices by device label (device IP or name). Fuzzy matching is 
supported. 

 

Modifying a network zone 

You can modify connection points or configure devices in the network zone. For more information, 
see "Configuring devices in a network zone" and "Adding a connection point." 
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You can modify only the ports associated with unused connection points, and delete unused 
connection points. 

Deleting network zones 

Network zones that are being used by service instances cannot be deleted. 

To delete network zones: 

1. Access the network zone list. 

2. Select one or more network zones. 

3. Click Delete. 

A confirmation dialog box appears. 

4. Click OK. 

Creating a service model in the network zone 

Creating a service model in the network zone is a reverse orchestration process. For more 
information, see "Creating a service model through inverse orchestration." 

Assigning a service in the network zone 

To assign a service in the network zone, configure the device in the network zone and create a 
service instance.  

Monitoring the network zone 

When you monitor the network zone, you can monitor information about devices (ACL and VLAN), 
links, and LB devices.  

Monitoring device information  

This function allows you to monitor the number of ACLs (available/all), number of VLANs (available), 
number of ports (available/all), and last polling time of each device. 

To monitor the device information: 

1. Access the network zone list. 

2. Click the Pooling Result icon  for a network zone. 

The Pooling Result page appears. 

3. On the Device tab, view the device information: 

 Device—Device name. 

 ACL (Available/All)—Number of available ACLs on the device, and the total number of 
ACLs supported by the device. 

 VLAN (Available)—Number of available VLANs on the device. 

 Port (Available/All)—Number of available ports, and the total number of ports on the 
device. 

 Last Poll—Time when the device was last polled. 

 Pooling Result—Result of the device resources pooling. 

4. Click any device to highlight the device in red in the topology.  

Monitoring Path information 

This function allows you to monitor the path and link information between two devices.  
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To monitor the link information: 

1. Access the network zone list. 

2. Click the Pooling Result icon  for a network zone. 

The Pooling Result page appears. 

3. Click the Path tab.  

4. In the topology, select two devices by using either of the following methods: 

 Hold down the Ctrl key, and then click the target devices.  

 Point to create a selection around the outside of the items you want to include.  

The device selected first is the source device, and the one selected second is the destination 
device.  

5. Click View Path above the topology.  

The path list appears, displaying the following information: 

 Name—Path name. 

 Source Device—Name and IP address of the source device. 

 Destination Device—Name and IP address of the destination device. 

 Bandwidth(Available/All in Mbps)—Bandwidth of the path, which is determined by the 
link with the lowest bandwidth. For example, if the bandwidths of link 1, link 2, and link 3 in 
a path are 1000 Mbps, 100 Mbps, and 10000 Mbps, respectively, the bandwidth of the 
path is 100 Mbps.  

 Link Count—Number of links in the path.  

6. Click any path to highlight the path in the topology.  

7. Click the Expand icon  to the left of the path to view the following information about the 
links:  

 Name—Link name. 

 Source Device—Name and IP address of the source device on the link. 

 Source Interface—Source interface of the link.  

 Destination Device—Name and IP address of the destination device on the link. 

 Destination Interface—Destination interface of the link.  

 Bandwidth(Available/All in Mbps)—Available bandwidth and maximum bandwidth of the 
link.  

8. Click any link to highlight the link in the topology. 

Monitoring the LB device status 

1. Access the network zone list. 

2. Click the Pooling Result icon  for a network zone. 

The Pooling Result page appears. 

3. Click the LB Device tab.  

4. Select the target LB device and click View Resource. 

The list on the lower part displays the following information about the LB device:  

 Name—Name of the LB device. 

 Status—Status of the LB device. 

 Throughput (Available/Total)—Available throughput and maximum throughput of the LB 
device. 

 CPU Usage—CPU usage of the LB device.  

 Memory Usage—Memory usage of the LB device.  

 Connection Count—Connection number of the LB device.  
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 Connection Limit—Limit of the connection number for the LB device. 

Monitoring the firewall information 

1. Access the network zone list. 

2. Click the Pooling Result icon  for a network zone. 

The Pooling Result page appears. 

3. Click the Firewall tab.  

The firewall list displays information about the firewalls in the network zone:  

 Name—Name of the firewall. 

 Source Network—Source network of the firewall.  

 Destination Network—Destination network of the firewall.  

 Service—Services deployed on the firewall. 

 Time Range—Time range of the service. 

 Rule Type—Type of the filter rules. 

Configuring the global configuration 

The global configuration includes DDI configuration and conflict check configuration. RAM calls this 
the global configuration when you configure parameters for devices or hosts in a service model. 

View the global configuration 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Global Configuration. 

The Global Configuration page includes the DDI and Conflict Check tabs. 

DDI Toolbar commands 

 Add—Add a DDI. Only one DDI parameter can be specified in the global configuration. 

 Delete—Delete a DDI. 

 Refresh—Refresh the DDI list to view the most recent data. 

DDI list contents 

 Type—Type of DDI. 

 Device Label—Label of the DDI device. 

 IP Address—IP Address of the DDI device. 

Conflict Check Toolbar commands 

 Refresh—Refresh the conflict check list to view the most recent configuration. 

Conflict Check list contents 

 Name—Name of the conflict check. 

 Description—Description of the conflict check. 

 Check Conflict—Specify whether to perform the conflict check: Yes or No. 

 Configuring DDI 

Adding a DDI 

Only one DDI parameter can be configured in the global configuration. 

1. Access the DDI list. 

2. Click Add. 



 

43 

The Add DDI page appears. 

3. Configure the following parameters: 

 Type—Enter the type of DDI. 

 Device—Select a device for the DDI. 

4. Click OK. 

Deleting a DDI 

To delete a DDI: 

1. Access the DDI list. 

2. Select a DDI. 

3. Click Delete. 

A confirmation dialog box appears. 

4. Click OK. 

Configuring conflict check 

1. Access the conflict check list. 

2. Specify whether to perform a conflict check item in the Check Conflict column. 

3. Click Save to save the configuration. 
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6 Managing tenants 

Operators can assign network services to different tenants. A tenant establishes a physical 
connection to each network zone through a connection point. RAM deploys network configurations 
to the resources (devices, ports, or hosts) in the network zone and assigns services to the tenants. 

This chapter introduces tenant management. For information about network zones, see "Configuring 
network zones." For information about service instances, see "Modifying a service instance." 

The tenant module includes the following tabs: 

 Monitor—Monitor status and statistics of tenants, services that are assigned to tenants, and 
devices to which services are deployed. The tenant module monitors the status of services 
that are assigned to tenants, the bandwidth usage of tenants, top five device alarms, top five 
thresholds alarms, and the rates of sending and receiving packets. 

 List—Display basic information of tenants in a list. RAM allows you to view, add, modify, and 
delete the tenant. 

 Topology—Display the topology of the network zone that provides services to the tenant. 

Managing the tenant list 

The tenant list displays all tenants in RAM. Operators can view, add, modify, and delete tenants. 

Viewing the tenant list 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Tenant. 

Toolbar commands 

 Add—Add a tenant (see "Adding a tenant"). 

 Delete—Delete one or more tenants (see "Deleting tenants in batches"). 

 Refresh—Refresh the tenant list to view the most recent data. 

Tenant list contents 

 Tenant Name—Name of the tenant. Click the name to enter the Monitor page. For more 
information about monitoring tenants, see "Monitoring tenants." 

 Service—Point to the Service icon  to view all services that are assigned to the 
tenant. The service list includes the following parameters: 

 Deployment Status—Status of the service deployment. Options are Undeployed and 
Deployed. 

 Service Name—Name of the service that is assigned to the tenant. 

 Lease Status—Lease state of the service. Options are Ineffective, Normal, About to 
Expire, and Expired.  

Ineffective—Indicates the lease has not started.  

Normal—Indicates the lease has started, and is longer than seven days before it 
expires.  

About to Expire—Indicates the lease has started, and will expire in less than seven 
days.  

Expired—Indicates the lease has ended. 

 Connection Point—Name of the connection point for the service. To use the service, 
a tenant must connect to the connection point. 
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 Network Zone—Name of the network zone to which the service is bound. 

 View Topology—Click the Topology icon  to view the topology of the network 
zone to which the service is bound. For information about topology of the network 
zone, see "Viewing the topology of a network zone." 

 Connection Point—Place the curser over the Connection Point icon  to view all 
connection points to which the tenant is connecting. The connection point list includes the 
following parameters: 

 Name—Name of the connection point. 

 Network Zone—Network zone to which the connection point belongs. 

 VLAN ID—VLAN to which the connection point belongs. 

 Access IP/Mask—IP address and its subnet mask of the virtual interface in a VLAN to 
which the connection point belongs. 

 Description—Description information of the tenant. 

 Operation—Provides the Modify icon  and the Delete icon . Click the Modify icon 

 to modify the tenant (see "Modifying a tenant"). Click the Delete icon  to delete the 
tenant (see "Deleting a tenant"). 

Adding a tenant 

1. Access the tenant list page. 

2. Click Add. 

3. Configure the following tenant parameters: 

 Tenant Name—Enter a unique tenant name. 

 Description—Enter the description information of the tenant. A detailed description helps 
the operator maintain the tenant. 

 Connection point—Click Select Connection Point to select one or more connection 
points for the tenant. The selected connection points will be displayed in a connection 
point list. The list includes the following parameters: 

 Connection Point Name—Name of the connection point. 

 Network Zone—Network zone to which the connection point belongs. 

 VLAN—VLAN to which the connection point belongs. 

 Access IP/Mask—IP address and its mask of the virtual interface in a VLAN to which 
the connection point belongs. 

 Delete—Click the Delete icon  to delete the connection point. 

4. Click OK. 

Modifying a tenant 

1. Access the tenant list page. 

2. Click the Modify icon  for the tenant you want to modify. 

3. You can modify all parameters except the connection points that are used by the service 
assigned to the tenant. For more information, see "Adding a tenant." 

Deleting a tenant 

A tenant to whom a service is assigned cannot be deleted. 

1. Access the tenant list page. 
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2. Click the Delete icon  for the tenant you want to delete. 

A confirmation dialog box appears. 

3. Click OK. 

Deleting tenants in batches 

Tenants to whom services are assigned cannot be deleted. 

1. Access the tenant list page. 

2. Select one or more tenants you want to delete. 

3. Click Delete. 

A confirmation dialog box appears. 

4. Click OK. 

Viewing a topology 

To view the topology of the network zone to which the service is bound: 

1. In the tenant list, place the curser over the Service icon  for a tenant. The system displays 
all services that are assigned to the tenant. 

2. In the service list, click the View Topology icon  for a service. For information about the 
topology, see "Viewing the topology of a network zoneViewing the topology of a ." 

Monitoring tenants 

From the Monitor tab, you can monitor status and statistics of tenants, services that are assigned 
to tenants, and devices to which services are deployed. 

Accessing the monitor page 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Tenant. 

3. Click the Monitor tab. The page includes the following areas and graphs: 

 Resource 

 Service Lease Status 

 Top5 Bandwidth Usage 

 Alarm 

 Top5 Device Alarms 

 Top5 Threshold Alarms 

 Monitor 

 Receiving Rate (kbps) 

 Sending Rate (kbps) 

Viewing the service lease status 

The pie chart displays the number of services by lease status. 

Place the curser over a slice to view the number of services in the specific lease state. For 
information about the lease status and colors, see Table 6. 
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Click a slice to display all services in the specific lease state. For more information about services, 
see "Managing service instances." 

Figure 22 Service lease status 

 
 

Table 6 Lease status and colors 

Lease status Color Meaning 

Ineffective Blue  The lease has not started. 

Normal Green  The lease has started, and will expire in more than seven days. 

About to Expire Yellow  The lease has started, and will expire in less than seven days. 

Expired Red  The lease has ended. 

 

Viewing top 5 bandwidth usage 

The bar graph displays the top five tenants who use the most bandwidth of the connection points. 

The x-axis shows the bandwidth usage in percent (%). The y-axis shows the tenant names. 

Figure 23 Top 5 bandwidth usage 
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Viewing top 5 device alarms 

The bar graph displays the top five tenants that have the most alarms generated from the devices 
that provide each tenant with services. It also displays the number of alarms in each level. 

The x-axis shows the total number of alarms. The y-axis shows the tenant names. Alarm levels are 
represented by different colors.  

Point to a colored bar to view the number of alarms of a specific severity level and the total number 
of alarms generated for a tenant, as shown in Figure 24. For more information about alarms, see the 
HPE Intelligent Management Center v7.2 Enterprise and Standard Platform Administrator Guide. 

Figure 24 Top 5 device alarms 

 
 

Viewing top 5 threshold alarms 

The bar graph displays the top five tenants that have the most threshold alarms generated from the 
devices that provide each tenant with services. It also displays the numbers of level-1 and level-2 
threshold alarms, respectively. 

The x-axis shows the total number of thresholds alarms. The y-axis shows the tenant names. The 
green color represents the level-1 threshold. The yellow color represents the level-2 threshold. Point 
to a colored bar to view the number of alarms of a specific threshold level and the total number of 
alarms generated for a tenant, as shown in Figure 25. For more information about alarms, see the 
HPE Intelligent Management Center v7.2 Enterprise and Standard Platform Administrator Guide. 

Figure 25 Top 5 threshold alarms 
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Viewing the receiving rate 

The receiving rate list displays tenants with the highest average receiving rate. 

Receiving rate list contents 

 Tenant Name—Name of the tenant. 

 Receiving Rate—Average rate at which the tenant receives packets from all services. 

Viewing the sending rate 

The sending rate list displays tenants with the highest average sending rate. 

Sending rate list contents 

 Tenant Name—Name of the tenant. 

 Sending Rate—Average rate at which the tenant sends packets to all services. 

Viewing the topology of a network zone 

To view the topology of the network zone to which the service is bound: 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Tenant. 

3. Click the Topology tab. 

4. Specify one or more query criteria: 

 Select Tenant—Select a tenant from the list. Options are existing tenants in RAM. 

 Select Service—Select a service from the list. Options are services that have been 
assigned to the selected tenant. 

After you specify the query criteria, RAM locates the service used by the tenant and 
automatically loads the topology of the network zone that is bound to the service. 

5. In the topology, point to a device icon to view basic information of the device, as shown in 
Figure 26. For information about the topology toolbar, see Table 7. 
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Figure 26 Topology of the network zone 

 
 

Table 7 Topology toolbar commands 

Icon Command 

 Display the performance monitor window. 

 
Search for devices by device label (device IP or name). Fuzzy matching is 
supported. 
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7 Managing services 

RAM allows operators to assign network resources such as devices, interfaces, and applications to 
tenants. A service includes a set of device resources and configurations.  

RAM's service management module includes the following parts: 

 Service catalog—Lists service models based on groups.  

 Service model—Includes virtual network resources and their settings. A service model can 
be used by all tenants that need the same service.  

 Service instance—Application of a service model. A service instance specifies the actual 
network resources that correspond to the virtual network resources in the service model. 
Service instances include tenant service instances and network service instances. A tenant 
service instance specifies network resources for a tenant. A network service instance contains 
configurations for network resources.  

 Deployment history—Records all service instance deployment processes and results.  

Managing service catalogs 

A service catalog lists service models. You must create a service catalog before creating a service 
model.  

Accessing the service catalog page 

1. Click the Service tab.  

2. From the navigation tree, select Resource Automation Manager > Service Catalog.  

The Service Catalog page displays all service catalogs.  

The page provides the following buttons: 

 Add Service Catalog—Add a service catalog (see "Adding a service catalog"). 

 Service Model—Add a service model (see "Creating a service model through 
orchestration"). 

 Assign Service—Assign a service to a service model (see "Creating a service instance 
based on a service model"). 

 View—View a service model. 

 Modify—Modify a service model (see "Modifying a service model"). 

 Copy—Copy the configuration of a service model to create a new service model. 

 Export—Export a service model as a model file. 

 Delete—Delete a service model (see "Deleting a service catalog"). 

 Refresh—Refresh the service catalog page.  
 

 NOTE: 

The Assign Service, Delete, and Modify buttons appear only after a service model is selected.  
 

Figure 27 shows an example service catalog named test.  
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Figure 27 Service catalog 

 

(1) Name of the service catalog.  (2) Icon and name of a service model. 

(3) Icon and name of the selected service model.  (4) Operation links of the service catalog: 

 —Deletes the service catalog.  

 —Import a service model to the service 

catalog. 

 —Shows service models on the next 

screen. 

 —Shows service models on the previous 

screen.  

 

Adding a service catalog 

1. Access the Service Catalog page.  

2. Click Add Service Catalog. 

The Add Service Catalog page appears.  

3. Enter a unique name for the service catalog.  

4. Click OK.  

The newly added service catalog appears at the bottom of the page.  

Deleting a service catalog 

A service catalog cannot be deleted if it contains service models.  

To delete a service catalog:  

1. Access the Service Catalog page.  

2. Click the Delete icon  for the service catalog you want to delete.  

A confirmation dialog box appears.  

3. Click OK.  

Managing service models 

A service model includes virtual network resources and their settings. Create a service model by 
using either of the following methods: 

 Orchestration—Allows you to manually create a service model.  

 Inverse orchestration—Automatically creates a service model after you select network 
devices. 

A service instance is the application of a service model. Service instances include tenant service 
instances and network service instances.  
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A service model and a service instance work together to provide tenant and network services.  

Figure 28 shows the relation between service models and service instances.  

Figure 28 Service model and service instance  

 
 

Viewing service models 

1. Click the Service tab.  

2. From the navigation tree, select Resource Automation Manager > Service Catalog.  

The Service Catalog page displays all service catalogs and the service models contained in 
each catalog.  

The following buttons appear on the page after you select a service model: 

 Assign Service—Assign services to the service model (see "Creating a service instance 
based on a service model"). 

 Delete—Delete the service model (see "Deleting a service model"). 

 Modify—Modify the service model (see "Modifying a service model"). This button does not 
appear if the selected service model is being used by a service instance. 

Creating a service model through orchestration 

1. Use either of the following methods to access the page for adding a service model:  

 Click the Service tab, and select Resource Automation Manager > Service Model. 

 Click the Service tab, select Resource Automation Manager > Service Catalog, and 
then click Service Model.  

2. Select a network model.  

a. Click the Network Model icon  on the top-left of the page.  

The Select Network Model page appears.  

b. Select a network model from the Network Model list.  

c. Click OK.  

The background of the page automatically changes to the selected network model.  

3. Add virtual network resources.  

The top of the page displays the virtual network resources that can be added to the service 
model: L2Net, network device, port, link, security device, host, and application.  

Follow these steps to add virtual network resources to the network model:  

a. Add networks, devices, security devices, and hosts: Add networks, routers, switches, LB 

devices, firewalls, or hosts by dragging and dropping the L2Net icon , Router icon 

, Switch icon , DHCP Device icon , DNS Device icon , LB Device icon 

, Firewall icon , Host icon , Server icon , or VM icon  to the 
appropriate network role.  
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b. Add links: Click the Link icon , and in turn click the two end nodes (the network, a 
device, or a host) of the link to add a virtual link between two end nodes. Repeat the 
procedure to add all links.  

c. Add interfaces: If you add a virtual link between a device and a host, RAM automatically 
creates a virtual port on the device for the link. You can also manually add virtual ports on 
a device by double-clicking the device icon, and then dragging and dropping the Port icon 

 onto the device.  

d. Add applications: Click a host icon, and then drag and drop the application icon (SAP icon 

, Lync icon , Exchange icon , or Polycom icon ) onto the host.  

4. To delete a virtual resource, right-click the virtual resource and then select Delete from the 
shortcut menu.  

5. Configure network resources. 

RAM does not support configuring virtual switches, links, NICs, or virtual devices.  

To configure network resources: 

a. Open the configuration page for a virtual network resource by using the following 
methods:  

 L2Net—Right-click an L2Net icon  and then select Configure from the shortcut 
menu. 

 Device—If interfaces of a device are not displayed, right-click the Router icon , 

Switch icon , LB Device icon , or Firewall icon , and then select 
Configure from the shortcut menu. If interfaces of the device are displayed, right-click 
a blank area of the interface and then select Configure from the shortcut menu.  

 Host—Right-click the DHCP Device icon , DNS Device icon , Host icon 

, Server icon , or VM icon , and then select Configure from the shortcut 
menu. 

 Interface—Double-click the Router icon , Switch icon , LB Device icon , 

or Firewall icon . The device icon changes to the port icon . Right-click the 

port icon  and then select Configure from the shortcut menu.  

b. In the Attribute area, specify a name for the virtual resource in the Node Name field.  

For example, enter the port type and number for a virtual port, or IP address for a virtual 
router or switch. 

The node name is displayed in the topology of the service model.  

The area also includes other parameters that are configurable only if you create a service 
instance based on the service model. These parameters are used to map the virtual 
resource to an actual network resource. For more information, see "Adding a tenant 
service instance." 

See Table 8 for available parameters for each type of virtual resources. 

Table 8 Node identifiers for virtual resources  

Virtual resource type Node identifier 

L2Net/DHCP/DNS/VM Node Name 

Host/Server 
 Node Name 

 IP Address 
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Virtual resource type Node identifier 

Switch/Router/LB device/Firewall 

 Node Name 

 IP Address 

 Device Label 

 Device Type 

Interface 
 Node Name 

 Interface Description 
 

c. Click Add. 

The Configuration Item page appears.  

d. Select features for the virtual resource and then click OK. 

Table 15 lists the features and configuration parameters available for each type of virtual 
resources.  

To display the advanced configuration, click the Advanced icon . To display the basic 

configuration, click the Basic icon . 

To configure parameters for a function, click the Edit icon . 

To copy and paste a function and its parameters, click the Copy icon  in the upper 
right corner of the function, and then select Paste from the right-click shortcut menu of the 
target device with the same type as the source device.  

To delete a function, click the Delete icon  in the upper right corner of the function.  

e. Click Save. 

f. Close the Configuration page.  

Repeat steps a through f to configure all virtual resources.  

Table 9 Features and configuration parameters for virtual L2Net 

Virtual 

resource 
Functions Configuration parameters 

L2Net 
Configure Layer 2 
Link 

 Gateway—Configure the gateway for a Layer 2 network. 

L2Net is typically used as a substitution for the devices 
between the access point and the gateway.  

 Add—Click Add to add the gateway to the gateway list.  

 Delete—Select one or multiple gateways, and click Delete 
to delete the gateways.  

 

Table 10 Features and configuration parameters for virtual switch and router 

Functions Configuration parameters 

Create VLAN  VLAN ID—Create a VLAN with the specified ID. 

Create VLAN Interface 

 VLAN ID—Configure a VLAN by its ID. 

 IP Address—Configure the IP address for the VLAN interface.  

 Mask—Configure the subnet mask for the IP address of the VLAN 
interface.  
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Functions Configuration parameters 

Create VXLAN Tunnel 

 Forwarding Mode—Select a forwarding mode. Options are Layer 2 and 
Layer 3. 

 Tunnel Type—Select a tunnel type. Options are Auto and Manual. 

 Auto—Select a model for ENDP. Options are ENDS and ENDC. This 
parameter appears only when Auto is selected as the tunnel type. 

 Tunnel Interface—Enter the tunnel interface. 

 Network ID—Enter the network ID of the tunnel. 

 ENDS Server IP—Enter the IP address of the ENDS. This parameter 
appears only when ENDC is selected for the Auto field. 

 Source IP—Enter the tunnel source IP address. 

Create VXLAN and VSI 

 VSI Name—Enter the VSI name. 

 VXLAN ID—Enter the VXLAN ID. 

 Cast Type—Select the type of the frame to be sent. Options are 
Multicast and Unicast. When Multicast is selected, configure the 
following parameters: 

 Interface—Enter the port name or select a port by clicking Select 
Port. 

 Group IP Address—Enter the group IP address of the VXLAN traffic 

the VTEP floods. 

 Source IP Address—Enter the source IP address of the multicast 

packets. 

 Source IP Mask—Enter the source IP address mask of the multicast 
group. 

 Assignment Type—Select the mode of tunnel ID assignment. Options 
are Auto and Manual. When Manual is selected, configure the following 
parameters: 

 Tunnel Number—Enter the tunnel ID. 

 Add—Click Add to add a tunnel to the tunnel list. 

 Delete—Select one or multiple tunnels, and then click Delete to 
delete the tunnels. 

 Reserved VXLAN ID—Enter the reserved VXLAN ID. This parameter 
appears only when Auto is selected as the assignment type. 

 ARP Flood Suppression—Specify whether to perform ARP flood 

suppression. 

Config AC 

 Forwarding Mode—Select a forwarding mode for the VSI associated 
with the AC. Options are Layer 2 and Layer 3. 

 Interface—Enter the interface name or select a port by clicking Select 
Port. 

 Ethernet Service Instance—Enter the Ethernet service instance name. 

 VLAN ID—Enter the VLAN ID where the VLAN interface resides. 

 Frame Match Criterion—Select the frame match criterion. Options are 
s-vid, default, v-vid, untagged, c-vid, and tagged.  

 VSI Name—Enter the name of the VSI. 
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Functions Configuration parameters 

VLAN IP GW 

 Gateway Type—Select the VXLAN IP gateway placement mode. 
Options are Distribute and Centralize. When Distribute is selected, 

configure the following parameters: 

 Local Interface—Specify whether the local interface is used. 

 VSI Name—Enter the VSI name. 

 VSI Interface—Enter the VSI interface. 

 VSI IP Address—Enter the IP address of the VSI interface. 

 Mask—Enter the subnet mask of the VSI interface IP address. 

 VSI Subnet List—The list includes the following parameters: 

 Subnet IP Address—Enter the subnet IP address of the VSI. 

 Subnet Mask—Enter the subnet mask of the subnet IP address. 

 Add—Click Add to add a subnet to the VSI subnet list.  

 Delete—Select one or multiple subnets, and then click Delete to 
delete the subnets. 

Create VPN Instance 

 VPN Instance Name—Enter the VPN instance name. 

 RD—Enter the router distinguisher corresponding to the VPN instance. 

 Import RT—Configure the import route. 

 Export RT—Configure the export route. 

Bind Interface to VPN 

 VPN Instance Name—Enter the VPN instance name. 

 Interface name—Enter the interface name or select a port by clicking 
Select Port. 

 IP Address/Mask—Enter the IP address or subnet mask of the bound 
interface. 

Import Routes to BGP 

 AS NO.—Enter the AS number. 

 VPN Instance Name—Enter the VPN instance name. 

 Import Direct Routes—Specify whether to import direct routes. 

 Import Static Routes—Specify whether to import static routes. 

 Import Routes to OSPF—Specify whether to import routes to OSPF. 
When Yes is selected, configure the OSPF Process ID parameter. 

 OSPF Process ID—Enter the OSPF process ID. 

Import OSPF Routes 

 OSPF Process ID—Enter the OSPF process ID. 

 VPN Instance Name—Enter the VPN instance name. 

 Import Direct Routes—Specify whether to import direct routes. 

 Import Static Routes—Specify whether to import static routes. 

 Import Routes to OSPF—Specify whether to import routes to OSPF. 
When Yes is selected, configure the AS number of BGP. 

 AS NO.—Enter the AS number. 

RADIUS Scheme 

 Scheme Name—Configure the name of the RADIUS scheme. 

 Primary Authentication Server IP—IPv4 address of the primary 

authentication server. 

 Primary Accounting Server IP—IPv4 address of the primary accounting 
server. 

 Secondary Authentication Server IP—IPv4 address of the primary 
authentication server. 

 Secondary Accounting Server IP—IPv4 address of the primary 
accounting server. 

 Authentication Key—Key used for authentication. 

 Accounting Key—Key used for accounting. 

 ISP Zone—Zone of the ISP. 
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Functions Configuration parameters 

802.1X 

 ISP Zone—Zone of the ISP. 

 Access Control Type—Type of the access control. 

 Interface name—Click Select Ports to add physical interfaces or VLAN 
interfaces. 

CLI Script 

Deploy the CLI script:  

 Command—Configure the command to be deployed to the firewall.  

 Add—Click Add to add the command to the command list.  

 Delete—Select one or multiple commands, and then click Delete to 
delete the commands.  

Undeploy the CLI script:  

 Command—Configure the command to be deployed to the firewall.  

 Add—Click Add to add the command to the command list.  

 Delete—Select one or multiple commands, and ten click Delete to delete 
the commands. 

Interface UP 
Port Name—Click Select Ports to add physical interfaces of devices or VLAN 
interfaces. 

Interface DOWN 
Port Name—Click Select Ports to add physical interfaces of devices or VLAN 
interfaces. 

VRRP 

 VLAN ID—Configure a VRRP control VLAN by its ID.  

 VRID—Configure a VRRP group by its ID.  

 Virtual IP Address—Configure the virtual IP address for the VRRP 
group.  

 Priority—Configure the priority of the switch in the VRRP group.  

MSTP 

 VLAN ID—Configure the VLANs mapped to the MSTI in the MST region.  

 MST Region Name—Create an MST region with the specified name. 

 Instance ID—Configure an MSTI ID.  

 Root Type—Configure the type of the device: none, primary or 
secondary. 

 Priority—Configure the priority of the device. This value only takes effect 

on HPE devices.  

Distribute OSPF route 

 IP Address/Mask—Add a network to the OSPF area and enable OSPF 

on the interface in the network.  

 Area—Create an OSPF area with the specified name.  

Distribute RIP route 

 Version—Configure the version of RIP. 

 VLAN ID—Configure its VLAN ID. 

 IP Address/Mask—Add a network to RIP and enable RIP on the 
interface in the network.  

Static Route 
 IP Address/Mask/Next Hop—Configure the destination IP address, 

mask, and next hop for a static route. 

Policy Route 

 Source IP Address/Mask—Configure the source network.  

 Destination IP Address/Dest Mask—Configure the destination network. 

 Node number—Configure the node number. 

 Policy Route Action—Select the action of the policy route. Options are 
permit and deny. 

 NextHop—Configure the destination IP address, mask, and next hop for 
a policy route. 

 Interface name—Click Select Ports to add physical interfaces or VLAN 
interfaces. 
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Table 11 Features and configuration parameters for virtual DHCP server and DNS server 

Virtual 

resource 
Functions Configuration parameters 

DHCP 

Obtain IP Through 
DHCP 

 IP Address—Enter the IP address of the user client. 

 Mask—Enter the subnet mask of the IP address. 

 MAC—Enter the MAC address of the user client. 

Specify IP Address 
Segment for DHCP 

 Network—Enter the network segment for the specific MAC 

address. 

 Mask—Enter the subnet mask. 

 MAC—Enter the MAC address. 

IP Address Segment 
for DHCP 

 Network—Enter the network segment used by DHCP to 

assign an IP address. 

 Mask—Enter the subnet mask. 

DNS Register DNS 

 IP Address—Enter the IP address. 

 DNS—Enter the domain name corresponding to the IP 
address. 

 

Table 12 Features and configuration parameters for virtual port 

Functions Configuration parameters 

Permit VLAN  VLAN ID—Configure the permitted VLAN IDs. 

Set Access Type  VLAN ID—Configure the VLAN ID. 

Configure Interface 
Description 

 Interface Description—Configure the description of the interface. 

VRRP 

 Sub-interface ID—Configure the sub-interface ID. 

 VRID—Configure a VRRP group by its ID.  

 Virtual IP Address—Configure the virtual IP address for the VRRP 
group.  

 Priority—Configure the priority of the port in the VRRP group.  

Create sub-interface 

 VLAN ID—Configure the VLAN ID. 

 Sub-interface ID—Configure the sub-interface ID. 

 IP Address/Mask—Configure the IP address of the sub-interface. 

Basic ACL 

 ACL Number—Apply a basic ACL with the specified number to the port. 

The ACL number is in the range of 2000 to 2999.  

 Direction—Apply the ACL to Inbound or Outbound traffic. 

 Action—Permit or deny the traffic matching the ACL.  

 Source IP Address/Mask—Configure the source network.  
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Functions Configuration parameters 

Extended ACL 

 ACL Number—Apply a basic ACL with the specified number to the port. 
The ACL number is in the range of 2000 to 2999.  

 Direction—Apply the ACL to Inbound or Outbound traffic.  

 Action—Permit or deny the traffic matching the ACL.  

 Source IP Address/Mask—Configure the source network.  

 Destination IP Address/Mask—Configure the destination network.  

 Protocol—Select the protocol that matches the ACL. Options are IP, 
TCP, and UDP.  

 Destination Port Number—Configure the port number that matches the 
ACL. This parameter appears only when TCP or UDP is selected as the 
protocol.  

The Source IP Address/Mask, Destination IP Address/Mask, Protocol, 
and Destination Port Number parameters are in logical AND relations. A 

packet must meet all of the four conditions to match the ACL. Empty fields are 
ignored.  

 

Network Segment Basic 
ACL Manager 

 ACL Number—Apply a basic ACL with the specified number to the port. 

The ACL number is in the range of 2000 to 2999.  

 Direction—Apply the ACL to Inbound or Outbound traffic.  

 Action—Permit or deny the traffic matching the ACL.  

 Source IP Address/Mask—Configure the source network. 

Network Segment 
Extended ACL Manager 

 ACL Number—Apply a basic ACL with the specified number to the port. 

The ACL number is in the range of 2000 to 2999.  

 Direction—Apply the ACL to Inbound or Outbound traffic.  

 Action—Permit or deny the traffic matching the ACL.  

 Source IP Address/Mask—Configure the source network.  

 Destination IP Address/Mask—Configure the destination network.  

 Protocol—Select the protocol that matches the ACL. Options are IP, 
TCP, and UDP.  

 Destination Port Number—Configure the port number that matches the 
ACL. This parameter appears only when TCP or UDP is selected as the 
protocol. 

The Source IP Address/Mask, Destination IP Address/Mask, Protocol, 
and Destination Port Number parameters are in logical AND relations. A 

packet must meet all of the four conditions to match the ACL. Empty fields are 
ignored. 

Max Bandwidth  Bandwidth(kbps)—Configure the maximum bandwidth. 

Line Rate 

 Committed Rate (kbps)—Configure a committed traffic rate. 

 Committed Burst Size(bytes) —Configure the committed burst size. 

 Excess Burst Size(bytes) —Configure the excess burst size. 

 Direction—Apply the rate limit to inbound or outbound traffic. 
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Functions Configuration parameters 

Committed Access Rate 

 Rule Relation—Select the relationship among multiple rules. 

 Match Rules: 

 Match Type—Select Match or Not Match from the list. 

 Source IP Address/Mask—Configure the source network. 

 Destination IP Address/Mask—Configure the destination network.  

 Protocol—Select the protocol that matches the ACL. Options are IP, 
TCP, and UDP.  

 Source Port/Destination Port Number—Configure the port number 
that matches the ACL. These parameters appear only when TCP or 
UDP is selected as the protocol. 

 Add—Click Add to add the match rule to the match rule list.  

 Delete—Select one or multiple match rules, and then click Delete to 

delete the match rules. 

 Committed Rate (kbps)—Configure a committed traffic rate.  

 Committed Burst Size (byte)—Configure a committed burst size. 

 Priority Type—Select dscp or ip-precedence from the list. 

 Priority—Remark the packet with the specified DSCP or IP-Precedence 

value.  

 Direction—Apply the CAR policy to the inbound or outbound traffic.  

Guaranteed 

Bandwidth 

 Rule Relation—Select the relationship among multiple rules. 

 Match Rules: 

 Match Type—Select Match or Not Match from the list. 

 Source IP Address/Mask—Configure the source network.  

 Destination IP Address/Mask—Configure the destination network. 

 Protocol—Select IP, UDP, or TCP from the list.  

 Source Port/Destination Port Number—Configure the port number 
that matches the ACL. These parameters appear only when TCP or 
UDP is selected as the protocol. 

 Priority Type—Select dscp or ip-precedence from the list.  

 Add—Click Add to add the match rule to the match rule list.  

 Delete—Select one or multiple match rules, and then click Delete to 

delete the match rules. 

 Priority Type—Select dscp or ip-precedence from the list. 

 Priority—Remark the packet with the specified DSCP or IP-Precedence 
value.  

 Queue Type—Select AF or EF from the list. 

 Bandwidth—Configure the bandwidth of each queue. 

 Unit—Select kbps from the list. 

 Direction—Apply the guaranteed bandwidth to the inbound or outbound 
traffic. 
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Functions Configuration parameters 

Add CBQ Policy 

 Policy Name—Configure a policy name. 

 Rule Relation—Select the relationship among multiple rules. 

 Match Rules: 

 Match Type—Select Match or Not Match from the list. 

 Source IP Address/Mask—Configure the source network.  

 Destination IP Address/Mask—Configure the destination network. 

 Protocol—Select IP, UDP, or TCP from the list.  

 Source Port/Destination Port Number—Configure the port number 
that matches the ACL. These parameters appear only when TCP or 
UDP is selected as the protocol. 

 Priority Type—Select dscp or ip-precedence from the list.  

 Add—Click Add to add the match rule to the match rule list.  

 Delete—Select one or multiple match rules, and then click Delete to 
delete the match rules. 

 Priority Type—Select dscp or ip-precedence from the list. 

 Priority—Remark the packet with the specified DSCP or IP-Precedence 
value. 

 Queue Type—Select AF or EF from the list. 

 Bandwidth—Configure the bandwidth of each queue. 

 Unit—Select kbps from the list. 

Traffic Shaping 

 Rule Relation—Select the relationship among multiple rules. 

 Match Rules: 

 Match Type—Select Match or Not Match from the list. 

 Source IP Address/Mask—Configure the source network.  

 Destination IP Address/Mask—Configure the destination network.  

 Protocol—Select the protocol that matches the ACL. Options are IP, 
TCP, and UDP.  

 Source Port/Destination Port Number—Configure the port number 
that matches the ACL. These parameters appear only when TCP or 
UDP is selected as the protocol. 

 Add—Click Add to add the match rule to the match rule list.  

 Delete—Select one or multiple match rules, and then click Delete to 

delete the match rules. 

 Committed Rate (kbps)—Configure a committed traffic rate.  

 Direction—Apply the GTS to the outbound traffic. 

 CBQ Policy—Configure the CBQ -policy name. 

WRR-SP Queue 

 Queue n Type—Select SP or WRR from the list. 

 Queue n Weight—Configure the weight of queue n. The parameter is 
valid only when the WRR is selected for the Queue n Type field. 

 Direction—Apply the queue configuration to inbound or outbound traffic. 
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Table 13 Features and configuration parameters for virtual LB device 

Function 

category 
Functions Configuration parameters 

LB Configure vServer 

 vServer Name—Configure the name of the virtual server.  

 vServer IP—Configure the IP address of the virtual server.  

 vServer Port Number—Configure the port number of the 
virtual server.  

 vServer Protocol—Configure the protocol used by the 
virtual server. Options are TCP, UDP, SCTP, IP, HTTP, and 
FAST HTTP.  

 VLAN—Configure the VLAN ID. 

 Service Group Name—Configure the name of server 
group. 

 SNAT—Select the SNAT virtual server uses. Options are 
none and auto map. 

 LB Method—Select the LB method. Options are Hash 
Address Source, Ratio(Member), Fastest(Node), 
Ratio(Node), Oberved(Node), Predictive(Node), Least 
Connections(Node), Observed(Member), 
Predictive(Member), Dynamic Ratio(Node), Weighted 
Least Connections(Member), Least Sessions, Weighted 
Least Connections(Node), Round Robin, Dynamic 
Ratio(Member), Random, Least Connection(Member), 
and Fastest(Application). 

 Rule—Configure the LB rule. 

 Monitor—Configure the LB pool monitor. 

 LB member—The list includes the following parameters: 

 Member IP—Configure the IP address of the LB 
member.  

 Member Port—Configure the port number of the LB 
member 

 Weight—Configure the weight value. 

 Connection Limit—Configure the maximum connection 
number. 

 Add—Click Add to add the LB member to the LB 
member list.  

 Delete—Select one or multiple LB members, and then 
click Delete to delete the LB members. 

VXLAN 
Create VXLAN 
Tunnel 

 Forwarding Mode—Select a forwarding mode. Options are 
Layer 2 and Layer 3. 

 Tunnel Type—Select a tunnel type. Options are Auto and 
Manual. 

 Auto—Select a model for ENDP. Options are ENDS and 
ENDC. This parameter appears only when Auto is selected 

as the tunnel type. 

 Tunnel Interface—Enter the tunnel interface. 

 Network ID—Enter the network ID of the tunnel. 

 ENDS Server IP—Enter the IP address of the ENDS. This 
parameter appears only when ENDC is selected for the 
Auto field. 

 Source IP—Enter the tunnel source IP address. 
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Function 

category 
Functions Configuration parameters 

Create VXLAN and 
VSI 

 VSI Name—Enter the VSI name. 

 VXLAN ID—Enter the VXLAN ID. 

 Cast Type—Select the type of the frame to be sent. Options 
are Multicast and Unicast. When Multicast is selected, 

configure the following parameters: 

 Interface—Enter the port name or select a port by 
clicking Select Port. 

 Group IP Address—Enter the group IP address of the 
VXLAN traffic the VTEP floods. 

 Source IP Address—Enter the source IP address of the 
multicast packets. 

 Source IP Mask—Enter the source IP address mask of 
the multicast group. 

 Assignment Type—Select the mode of tunnel ID 
assignment. Options are Auto and Manual. When Manual 

is selected, configure the following parameters: 

 Tunnel Number—Enter the tunnel ID. 

 Add—Click Add to add a tunnel to the tunnel list. 

 Delete—Select one or multiple tunnels, and then click 
Delete to delete the tunnels. 

 Reserved VXLAN ID—Enter the reserved VXLAN ID. This 
parameter appears only when Auto is selected as the 
assignment type. 

 ARP Flood Suppression—Specify whether to perform ARP 
flood suppression. 

Config AC 

 Forwarding Mode—Select a forwarding mode for the VSI 
associated with the AC. Options are Layer 2 and Layer 3. 

 Interface—Enter the interface name or select a port by 
clicking Select Port. 

 Ethernet Service Instance—Enter the Ethernet service 
instance name. 

 VLAN ID—Enter the VLAN ID where the VLAN interface 
resides. 

 Frame Match Criterion—Select the frame match criterion. 
Options are s-vid, default, v-vid, untagged, c-vid, and 
tagged.  

 VSI Name—Enter the name of the VSI. 
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Function 

category 
Functions Configuration parameters 

VLAN IP GW 

 Gateway Type—Select the VXLAN IP gateway placement 
mode. Options are Distribute and Centralize. When 
Distribute is selected, configure the following parameters: 

 Local Interface—Specify whether the local interface is 
used. 

 VSI Name—Enter the VSI name. 

 VSI Interface—Enter the VSI interface. 

 VSI IP Address—Enter the IP address of the VSI interface. 

 Mask—Enter the subnet mask of the VSI interface IP 
address. 

 VSI Subnet List—The list includes the following 
parameters: 

 Subnet IP Address—Enter the subnet IP address of the 
VSI. 

 Subnet Mask—Enter the subnet mask of the subnet IP 

address. 

 Add—Click Add to add a subnet to the VSI subnet list.  

 Delete—Select one or multiple subnets, and then click 
Delete to delete the subnets. 

VPN 

Create VPN 
Instance 

 VPN Instance Name—Enter the VPN instance name. 

 RD—Enter the router distinguisher corresponding to the 
VPN instance. 

 Import RT—Configure the import route. 

 Export RT—Configure the export route. 

Bind Interface to 
VPN 

 VPN Instance Name—Enter the VPN instance name. 

 Interface name—Enter the interface name or select a port 
by clicking Select Port. 

 IP Address/Mask—Enter the IP address or subnet mask of 
the bound interface. 

Import Routes to 
BGP 

 AS NO.—Enter the AS number. 

 VPN Instance Name—Enter the VPN instance name. 

 Import Direct Routes—Specify whether to import direct 

routes. 

 Import Static Routes—Specify whether to import static 
routes. 

 Import Routes to OSPF—Specify whether to import routes 
to OSPF. When Yes is selected, configure the OSPF 
Process ID parameter. 

 OSPF Process ID—Enter the OSPF process ID. 

Import OSPF 
Routes 

 OSPF Process ID—Enter the OSPF process ID. 

 VPN Instance Name—Enter the VPN instance name. 

 Import Direct Routes—Specify whether to import direct 

routes. 

 Import Static Routes—Specify whether to import static 
routes. 

 Import Routes to OSPF—Specify whether to import routes 
to OSPF. When Yes is selected, configure the AS number of 
BGP. 

 AS NO.—Enter the AS number. 
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Function 

category 
Functions Configuration parameters 

Route 

Distributed OSPF 
Route 

 IP Address/Mask—Add a network to the OSPF area and 
enable OSPF on the interface in the network. 

 Area—Create an OSPF area with the specified name. 

 OSPF Process ID—Enter the OSPF process ID. 

 VPN Instance Name—Enter the VPN instance name. This 

parameter appears only in advanced configuration. 

Distributed RIP 
Route 

 Version—Configure the RIP version. 

 IP Address/Mask—Add a network to RIP and enable RIP 
on the interface in the network. 

Static Route 

 Child Device—Enter the child device name, which is also 

the virtual firewall name. This parameter appears only in 
advanced configuration. 

 IP Address/Mask/Next Hop—Enter the destination IP 

address, mask, and next hop for a static route. 

 VPN Instance Name—Enter the VPN instance name. This 
parameter appears only in advanced configuration. 

Policy Route 

 Source IP Address/Mask—Enter the IP address or subnet 

mask of the source network. 

 Destination IP Address/Dest Mask—Enter the IP address 

or subnet mask of the destination network. 

 Protocol—Select a match protocol for the policy. Options 
are TCP, UDP, and IP. This parameter appears only in 
advanced configuration. 

 Source Port Number/Destination Port Number—Enter 

the source and destination port number of the destination 
packets. This parameter appears only when TCP or UDP is 

selected as the protocol. 

 Node number—Enter the node number. 

 Policy Route Action—Select the action of the policy route. 
Options are permit and deny. 

 Apply Type—Select an apply type. Options are Output 
Interface and NextHop. 

 Output Interface—Click Select Ports to add a physical 
interface. This parameter appears only when Output 
Interface is selected as the apply type. 

 NextHop—Configure the next hop for the policy route. This 
parameter appears only when NextHop is selected as the 
apply type. 

 Interface name—Click Select Ports to add a physical 
interface. 

 

Table 14 Features and configuration parameters for firewall 

Function 

category 
Functions Configuration parameters 

Firewall Create Zone 

 Zone Name—Enter the zone name.  

 Zone Priority—Configure the priority of the zone. This 
parameter appears only in the advanced configuration. 

 Zone Share—Specify whether to share the zone. This 
parameter appears only in the advanced configuration. 

 Port Name—Enter the port name or select a port by clicking 
Select Port. 
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Function 

category 
Functions Configuration parameters 

Create Network 

 Network Type—Select the type of the network. Options are 
Subnet and Range. 

 Network Name—Enter the network name.  

 IP Address/Mask—Enter the subnet IP address or mask. 
This parameter appears only when Subnet is selected as 
the network type 

 Start/End Address—Enter the start or end IP address of 

the network segment. This parameter appears only when 
Range is selected as the network type. 

Create Network 
Group 

 Network Group Name—Configure name of the network 

group. 

 Network Group List—The list includes the following 
parameters: 

 Network Name—Select an existing network or enter a 
new network name. 

 Network Type—Select the type of network: Subnet or 
Range. 

 IP Address/Mask—Enter the IP address and mask of 
subnet. This parameter appears only when Subnet is 

selected as the network type. 

 Start/End Address—Enter the start and end IP 

addresses of the IP address range. This parameter 
appears only when Range is selected as the network 
type. 

 Add—Click Add to add the network to the network list.  

 Delete—Select one or multiple networks, and then click 
Delete to delete the networks. 

Create Service 

 Service name—Enter the service name. 

 Service Type—Select the service type. Options are ICMP, 
UDP, Other, and TCP. 

 Source Port—Enter the source port number of the service. 
This parameter appears only when TCP or UDP is selected 
as the service type. 

 Destination Port—Enter the destination port number of the 
service. This parameter appears only when TCP or UDP is 

selected as the service type 

 Message Type—Select the type of the message. This 
parameter appears only when ICMP is selected as the 
service type. 

 Message Code—Enter the code of the message. This 
parameter appears only when ICMP is selected as the 
service type. 

 Protocol Number—Enter the protocol number. This 
parameter appears only when Other is selected as the 
service type. 
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Function 

category 
Functions Configuration parameters 

Create Service 
Group 

 Service Group Name—Enter the name of the service 
group. 

 Service Group List—The list includes the following 

parameters: 

 Service Name—Select an existing network or enter a 
new network name. 

 Service Type—Select the type of network. Options are 
TCP, UDP, ICMP, and Other. 

 Source/Destination Port—Enter the source and 

destination port number of a service. This parameter 
appears only when TCP or UDP is selected as the 

service type. 

 Message Type/Code—Configure the message type and 

code of the service. This parameter appears only when 
ICMP is selected as the service type. 

 Protocol Number—Configure the number of the 

protocol used by the service. This parameter appears 
only when Other is selected as the service type. 

 Add—Click Add to add the service to the service list.  

 Delete—Select one or multiple services, and then click 
Delete to delete the services. 

Create Time Range 

 Time Range Name—Configure the time range name. 

 Time Range Type—Configure the type of the time range. 

 Absolute Start Time—Configure the start time of the time 

range. Only when the time range type is absolute time 
range, can the absolute start time be configured. 

 Absolute End Time—Configure the end time of the time 

range. Only when the time range type is absolute time 
range, can the absolute end time be configured. 

 Periodic Time—Select the effective days in a week. This 
parameter appears only when Periodic is selected as the 
time range type. 

 Period Start Time—Configure the start time of an effective 

time range in a day. This parameter appears only when 
Periodic Time Range is selected as the time range type. 

 Period End Time—Configure the end time of an effective 

time range in a day. This parameter appears only when 
Periodic Time Range is selected as the time range type. 
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Function 

category 
Functions Configuration parameters 

Create Virtual 
Firewall 

 Firewall Name—Enter the virtual firewall name. 

 Firewall Description—Enter the description for the firewall. 
This parameter appears only in advanced configuration. 

Allocate Port Info: 

 Interface Description—Enter the interface name or select 
a port by clicking Select Ports. 

 Sharing Attribute of Interface—Select the sharing 
attribute of the interface. 

 IP Address—Enter the IP address of the interface. 

 Mask—Enter the subnet mask of the IP address. 

 Add to Zone—Enter the network zone to which the 

interface is to be added. 

 Connect iMC—Specify whether to connect to IMC. 

 Add—Click Add to add the interface to the port list.  

 Delete—Select one or multiple interfaces, and then click 
Delete to delete the interfaces. 

 Add to IMC—Specify whether to add the virtual firewall to 
IMC. 

 Telnet Username—Enter the Telnet username to log in to 
the firewall. 

 Telnet Password—Enter the password for the Telnet user. 

 SNMP Read-Only Community Name—Specify the SNMP 
read-only community name. 

 SNMP Read and Write Community Name—Specify the 
SNMP read and write community name. 

 Router Type—Select a router type. Options are OSPF, 
RouterStatic, and RIP. 

 Version—Select the RIP version. This parameter appears 
only when RIP is selected as the router type. 

 Destination Network—Enter the destination network 
address. 

 Mask—Enter the subnet mask for the destination network. 

 Area—Configure the OSPF area. This parameter appears 
only when OSPF is selected as the router type. 

 OSPF Process ID—Enter the OSPF process ID. This 
parameter appears only when OSPF is selected as the 

router type. 

 NextHop—Enter the next hop address. This parameter 
appears only when OSPF is selected as the router type. 
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Function 

category 
Functions Configuration parameters 

Create Zone Policy 

Zone policy configuration supports reverse replication. Click the 

Two-Way icon  for a zone policy to generate the same zone 
policy with the direction reversed. 

 Source Zone—Configure the type of the source zone. 
Options are Local, Trust, DMZ, and Untrust.  

 Destination Zone—Configure the type of the destination 
zone. Options are Local, Trust, DMZ, and Untrust.  

 Rule ID—Configure the ID of the interzone policy rule.  

 Rule Type—Configure the type of the interzone policy rule. 
Options are permit and deny.  

 Source/Destination Network Group Name—Specify the 
source or destination network group name. Click Select, 
and select a network group from the list. Click Input, enter 

the source or destination network group name, and then 
configure the following parameters: 

 Subnet IP/Subnet Mask—Enter the subnet address 
and mask.  

 Add—Click Add to add a subnet to the subnet list.  

 Delete—Select one or multiple subnets, and then click 
Delete to delete the subnets. 

 Service Group Name—Enter the service group name. 
Click Select, and select a service group from the list. 
Click Input, enter the service group name, and then 
configure the following parameters: 

 Service Type—Select a service type. Options are 
ICMP, UDP, Other, and TCP. 

 Source Port—Configure the source port number of the 
service. This parameter appears only when TCP or UDP 
is selected as the service type. 

 Destination Port—Enter the destination port number of 
the service. This parameter appears only when TCP or 
UDP is selected as the service type. 

 Message Type—Configure the message type. This 
parameter appears only when ICMP is selected as the 
service type. 

 Message Code—Configure the message code. This 
parameter appears only when ICMP is selected as the 

service type. 

 Protocol Number—Configure the protocol number. This 
parameter appears only when Other is selected as the 
service type. 

 Add—Click Add to add the service to the service list.  

 Delete—Select one or multiple services, and then click 
Delete to delete the services. 

 Time Range—Configure the effective time range of the 
zone policy. 

 Next Rule—Configure the next rule. 
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Function 

category 
Functions Configuration parameters 

VXLAN 

Create VXLAN 
Tunnel 

 Forwarding Mode—Select a forwarding mode. Options are 
Layer 2 and Layer 3. 

 Tunnel Type—Select a tunnel type. Options are Auto and 
Manual. 

 Auto—Select a model for ENDP. Options are ENDS and 
ENDC. This parameter appears only when Auto is selected 
as the tunnel type. 

 Tunnel Interface—Enter the tunnel interface. 

 Network ID—Configure the network ID for the tunnel. 

 ENDS Server IP—Enter the IP address of the ENDS. This 
parameter appears only when ENDC is selected for the 
Auto field. 

 Source IP—Enter the tunnel source IP address. 

Create VXLAN and 
VSI 

 VSI Name—Enter the VSI name. 

 VXLAN ID—Enter the VXLAN ID. 

 Cast Type—Select a type of the frame to be sent. Options 
are Multicast and Unicast. When Multicast is selected, 
configure the following parameters: 

 Interface—Enter the port name or select a port by 
clicking Select Port. 

 Group IP Address—Enter the group IP address of the 
VXLAN traffic the VTEP floods. 

 Source IP Address—Enter the source IP address of the 
multicast packets. 

 Source IP Mask—Enter the source IP address mask of 

the multicast group. 

 Assignment Type—Select the mode of tunnel ID 
assignment. Options are Auto and Manual. When Manual 
is selected, configure the following parameters: 

 Tunnel Number—Enter the tunnel ID. 

 Add—Click Add to add a tunnel to the tunnel list.  

 Delete—Select one or multiple tunnels, and then click 
Delete to delete the tunnels. 

 Reserved VXLAN ID—Enter the reserved VXLAN ID. This 
parameter appears only when Auto is selected as the 
assignment type. 

 ARP Flood Suppression—Specify whether to perform ARP 

flood suppression. 

Config AC 

 Forwarding Mode—Select the forwarding mode for the VSI 
associated with the AC. Options are Layer 2 and Layer 3. 

 Interface—Enter the interface name or select a port by 
clicking Select Port. 

 Ethernet Service Instance—Enter the Ethernet service 
instance name. 

 VLAN ID—Enter the VLAN ID where the VLAN interface 

resides. 

 Frame Match Criterion—Select the frame match criterion. 
Options are s-vid, default, v-vid, untagged, c-vid, and 
tagged.  

 VSI Name—Enter the name of the VSI. 
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Function 

category 
Functions Configuration parameters 

VLAN IP GW 

 Gateway Type—Select the VXLAN IP gateway placement 
mode. Options are Distribute and Centralize. When 
Distribute is selected, configure the following parameters: 

 Local Interface—Specify whether the local interface is 
used. 

 VSI Name—Enter the VSI name. 

 VSI Interface—Enter the VSI interface. 

 VSI IP Address—Enter the IP address of the VSI interface. 

 Mask—Enter the subnet mask of the VSI interface IP 
address. 

 VSI Subnet List—The list includes the following 
parameters: 

 Subnet IP Address—Enter the subnet IP address of the 
VSI. 

 Subnet Mask—Enter the subnet mask of the subnet IP 

address. 

 Add—Click Add to add a subnet to the VSI subnet list.  

 Delete—Select one or multiple subnets, and thenclick 
Delete to delete the subnets. 

VPN 

Create VPN 
Instance 

 VPN Instance Name—Enter the VPN instance name. 

 RD—Enter the router distinguisher corresponding to the 
VPN instance. 

 Import RT—Configure the import route. 

 Export RT—Configure the export route. 

Bind Interface to 
VPN 

 VPN Instance Name—Enter the VPN instance name. 

 Interface name—Enter the interface name or select a port 
by clicking Select Port. 

 IP Address/Mask—Enter the IP address or subnet mask of 
the bound interface. 

Import Routes to 
BGP 

 AS NO.—Enter the AS number. 

 VPN Instance Name—Enter the VPN instance name. 

 Import Direct Routes—Specify whether to import direct 

routes. 

 Import Static Routes—Specify whether to import static 
routes. 

 Import Routes to OSPF—Specify whether to import routes 
to OSPF. When Yes is selected, configure the OSPF 
Process ID parameter. 

 OSPF Process ID—Enter the OSPF process ID. 

Import OSPF 
Routes 

 OSPF Process ID—Enter the OSPF process ID. 

 VPN Instance Name—Enter the VPN instance name. 

 Import Direct Routes—Specify whether to import direct 

routes. 

 Import Static Routes—Specify whether to import static 

routes. 

 Import Routes to OSPF—Specify whether to import routes 
to OSPF. When Yes is selected, configure the AS number of 
BGP. 

 AS NO.—Enter the AS number. 
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Function 

category 
Functions Configuration parameters 

NAT 

Configure NAT 

 Port name—Enter the port name or select a port by clicking 
Select Port. 

 Protocol—Select a protocol. Options are UDP, ICMP, 
Other, and TCP. 

 Protocol ID—Enter the protocol ID. This parameter 
appears only when Other is selected as the protocol. 

 External Network IP—Enter the IPv4 address of the 
external network. 

 Start/End Port of External Network—Enter the start or 

end port number of the external network. This parameter 
appears only when TCP or UDP is selected as the protocol. 

 Internal Network IP—Enter the IPv4 address of the internal 

network. 

 Start/End Port of Internal Network—Enter the start or end 

port number of the internal network. This parameter 
appears only when TCP or UDP is selected as the protocol. 

Configure Static 
NAT 

 Port name—Enter the port name or select a port by clicking 
Select Port. 

 Direction—Select the NAT direction. Options are Inbound 
and Outbound. 

 Start/End Address of External Network—Enter the IPv4 

network segment of the external network. This parameter 
appears only when Inbound is selected as the NAT 
direction. 

 Start Address of Internal Network IP/Internal IP Address 
Mask—Enter the start IPv4 address and subnet mask of the 

internal network. This parameter appears only when 
Inbound is selected as the NAT direction. 

 Start Address of External Network/External IP Address 
Mask—Enter the start IPv4 address and subnet mask of the 

external network. This parameter appears only when 
Outbound is selected as the NAT direction. 

 Start/End Address of Internal Network—Enter the start or 

end IPv4 network address of the internal network. This 
parameter appears only when Outbound is selected as the 

NAT direction. 

Route 

Distributed OSPF 
Route 

 IP Address/Mask—Add a network to the OSPF area and 

enable OSPF on the interface in the network. 

 Area—Create an OSPF area with the specified name. 

 OSPF Process ID—Enter the OSPF process ID. 

 VPN Instance Name—Enter the VPN instance name. This 
parameter appears only in advanced configuration. 

Distributed RIP 
Route 

 Version—Configure the RIP version. 

 IP Address/Mask—Add a network to RIP and enable RIP 
on the interface in the network. 

Static Route 

 Child Device—Enter the child device name, which is also 

the virtual firewall name. This parameter appears only in 
advanced configuration. 

 IP Address/Mask/Next Hop—Enter the destination IP 
address, mask, and next hop for a static route. 

 VPN Instance Name—Enter the VPN instance name. This 
parameter appears in advanced configuration. 
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Function 

category 
Functions Configuration parameters 

Policy Route 

 Source IP Address/Mask—Configure the source network.  

 Destination IP Address/Dest Mask—Configure the 
destination network. 

 Protocol—Select the match protocol for the policy. 
Options are TCP, UDP, and IP. This parameter appears 
only in advanced configuration. 

 Source Port Number/Destination Port Number—

Enter the source and destination port number of the 
destination packets. This parameter appears only when 
TCP or UDP is selected as the protocol. 

 Node number—Configure the node number. 

 Policy Route Action—Select the action of the policy route. 
Options are  permit and deny. 

 Apply Type—Select an apply type. Options are Output 
Interface and NextHop. 

 Output Interface—Click Select Ports to add a physical 
interface. This parameter appears only when Output 
Interface is selected as the apply type. 

 NextHop—Enter the next hop address for a policy route. 
This parameter appears only when NextHop is selected as 

the apply type. 

 Interface name—Click Select Ports to add a physical 
interface. 

 

Table 15 Features and configuration parameters for virtual host and server 

Virtual 

resource 
Functions Configuration parameters 

Host Application 

 Application Name—Enter the name of the application that 

the host provides to the tenants.  

 Port—Enter the port number the application uses. 

Server 
Deploy VMs from 
Templates 

The VM configuration supports basic mode and advanced mode. 
The advanced mode includes all basic configuration parameters 
and server NIC settings for VMs. The following describes basic 
configuration parameters. 

 VM Name—Enter the VM name. 

 Template Name—Select a template from vManager. 

 The number of CPU—Enter the number of CPUs for the 

VM. 

 Memory (MB)—Specify the memory of the VM. 

 Attached Disk Size (MB)—Specify the attached disk size 

of the VM, in MB. 

 IP Assignment Method—Select the IP assignment 
method. Options are Obtain IP Through BlueCat (From 
Limited Network Segment), Obtain IP Through BlueCat, 
Obtain IP Through Other DHCP, and Manually Configure 
IP. 

 Network Name—Enter the name of the network to which 
the VM resides. 

 DNS Server IP Address—Enter the IP address of the DNS 
server. 

 Bind Domain Name—Enter the name of the domain to 

which VM are bound. Use the domain configured on the 
BlueCat server.  



 

75 

Virtual 

resource 
Functions Configuration parameters 

Add Network 

 Network Name—Enter the network name. 

 NIC—Enter the NIC name of the server. 

 VLAN—Enter the VLAN ID. 

 

 NOTE: 

 RAM does not distinguish between switch ports and router ports. When you select a feature for 
a port, make sure the feature is supported by the port.  

 For the L2Net, switch, router, LB device, firewall, host, and VmHost with functions configured, 

the icon  is displayed in the upper right corner. Click the icon to view the configured 
functions and parameters.  

 

6. Configure basic parameters for the service model.  

a. Click the Save icon  in the tool bar.  

The Save Service Model page appears.  

b. Configure the following parameters: 

 Service Model Name—Enter a name for the service model.  

 Service Catalog—Select the service catalog to which the service model belongs.  

 Use Predefined Icon—Select the option to use a predefined icon for the service 
model.  

 Icon—If Use Predefined Icon is selected, select a predefined icon for the service 
model from the list. If Use Predefined Icon is not selected, click Select File to select 
any icon for the service model.  

 Description—Enter a description for the service model.  

c. Click OK.  

The newly created service model appears on the Service Catalog page.  

Table 16 lists the tool bar options provided on the page for adding a service model.  

Table 16 Toolbar 

Icon Command 

 Display the network model in 1:1 scale. 

 Switch pointer to hand. 

 Zoom in by 10%. 

 Zoom out by 10%. 

 Save the adjusted service model. 

 Save the adjusted service model as a new service model. 

 Select a network model. 

 

Creating a service model through inverse orchestration 

1. Click the Service tab.  

2. From the navigation tree, select Resource Automation Manager > Network Zone.  
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The network zone list displays all network zones.  

3. Add a service model. 

a. Click the Modify&Orchestrate icon  for a network zone.  

b. Select one or more network devices in the network zone by either of the following 
methods: 

 Hold down the Ctrl key, and then click each resource you want to select.  

 Drag the pointer to create a selection around the outside of all the items you want to 
include.  

c. Right-click the selected item, and then select Create Service Model from the shortcut 
menu.  

The Save Service Model page appears.  

d. Configure the following parameters:  

 Service Model Name—Enter a unique name for the service model.  

 Service Catalog—Select the service catalog to which the service model belongs.  

 Use Predefined Icon—Select the option to use a predefined icon for the service 
model.  

 Icon—If Use Predefined Icon is selected, select a predefined icon for the service 
model from the list. If Use Predefined Icon is not selected, click Select File to select 
any icon for the service model.  

 Description—Enter a description for the service model.  

e. Click OK to save the service model.  

The page for configuring resources appears.  

4. Perform the following operations to modify the service model: 

 Use a new network model. 

Click the Network Model icon  on the top-left of the page, and select a new network 
model.  

 Reposition the network resources. 

Drag and drop the network resources to the appropriate network roles.  

 Configure the network resources in the service model. 

To configure the network resources: 

a. Open the configuration page for a virtual network resource by using the following 
methods:  

 L2Net—Right-click an L2Net icon , and then select Configure from the shortcut 
menu. 

 Device—If interfaces of a device are not displayed, right-click the Router icon , 

Switch icon , LB Device icon , or Firewall icon , and then select 
Configure from the shortcut menu. If interfaces of the device are displayed, right-click 
a blank area of the interface, and then select Configure from the shortcut menu.  

 Host—Right-click the DHCP Device icon , DNS Device icon , Host icon 

 , Server icon , or VM icon , and then select Configure from the shortcut 
menu. 

 Interface—Double-click the Router icon , Switch icon , LB Device icon , 

or Firewall icon . The device icon changes to the port icon . Right-click the 

port icon , and then select Configure from the shortcut menu.  
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b. In the Attribute area, specify a unique name for the network resource in the Node Name 
field.  

c. Click Add.  

The Configuration Item dialog box appears.  

d. Select features for the virtual resource, and then click OK.  

Available options on the Configuration Item dialog box vary with resource types. For 
more information, see Table 15. 

To copy and paste a function and its parameters, click the Copy icon  in the upper 
right corner of the function, and then select Paste from the right-click shortcut menu of the 
target device with the same type as the source device.  

To delete a function, click the Delete icon  in the upper right corner of the function.  

e. Click Save to close the Configuration page.  

f. Repeat steps a through f to configure all resources.  

5. Save the modifications to the service model.  

Click the Save icon . On the Save Service Model page that appears, configure the 
parameters as described in step 3-d, and then click OK.  

Modifying a service model 

A service model that is used by a service instance cannot be modified. 

To modify a service model:  

1. Access the Service Catalog page.  

2. Right-click the service model you want to modify. 

3. Click Modify.  

The Modify Service Model page appears.  

4. Modify the parameters for the service model. 

For information about the parameter descriptions, see "Creating a service model through 
orchestration."  

5. Click OK.  

Deleting a service model 

A service model that is used by a service instance cannot be deleted.  

To delete a service model: 

1. Access the Service Catalog page.  

2. Select the service models you want to delete.  

3. Click Delete.  

A configuration dialog box appears.  

4. Click OK.  

Creating a service instance based on a service model 

On the Service Catalog page, select a service model, and click Assign Service to start to create a 
service instance. For more information, see "Adding a tenant service instance." 
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Managing service instances 

Service models work with service instances to provide tenants with services and deploy services to 
network resources. 

Service models are applications of service models, and can be classified into the following types: 

 Tenant service instance—Enables operators to assign physical network resources to a 
tenant and deploy virtual resource configurations in a network model to the physical network 
resources.  

 Network service instance—Enables operators to directly deploy configurations to physical 
network resources.  

Figure 29 shows the relationship between the service model and the service instance. 

Figure 29 Service model and service instance 

 
 

Service instance management includes the following tasks: 

 Adding service instances in RAM. 

 Deploying service instance configurations to physical network resources. 

Viewing the service instance list 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Deployed Services. 

The page displays a toolbar and a service instance list. 

Toolbar commands 

 Assign Service—Add a service instance (see "Adding a tenant service instance"). 

 Delete—Delete one or more service instances (see "Deleting service instances in 
batches"). 

 Refresh—Refresh the service instance list to view the most recent data. 

Service instance list contents 

 Status—Deployment state of the service instance: 

 Deployed - Waiting—Deployment of the service instance has not been started. 

 Deployed - Success—RAM successfully deployed the service instance. 

 Deployed - Failure—RAM failed to deploy the service instance. 

 Deployed - Partial Success—RAM successfully deployed part of the configurations 
for the service instance, but it failed to deploy the remaining configurations. 

 Deployed - Unknown—The service instance has been deployed, but the result is 
unknown. 

 Deployed - Executing—RAM is deploying the service instance. 
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 Deployed - Expired—Deployment of the service instance is expired. A deployment 
task typically expires because IMC is not working at the scheduled deployment time of 
a service instance. In this state, the service instance is not deployed, and tenants 
cannot use the services provided by the service instance. 

 Undeployed - Success—RAM successfully undeployed the service instance. 

 Undeployed - Failure—RAM failed to undeploy the service instance. 

 Undeployed - Partial Success—RAM successfully undeployed part of the 
configurations for the service instance, but it failed to undeploy the remaining 
configurations. 

 Undeployed - Unknown—The service instance has been undeployed, but the result 
is unknown. 

 Undeployed - Executing—RAM is undeploying the service instance. 

 Undeployed - Expired—Undeployment of the service instance is expired. An 
undeployment task typically expires because IMC is not working at the lease end time 
of a service instance. In this state, the service instance is not undeployed, and tenants 
still can use the services provided by the service instance. You need to manually 
undeploy the service instance. 

 Name—Name of the service instance. Point to the name to display the service instance 
name, tenant, network zone, creator, and creation time for the service instance. Tenants 
are not displayed for network service instances. 

 Lease Status—Lease state of the service instance: 

 Normal—The service instance is within the lease time. 

 Ineffective—The lease of the service instance does not take effect. 

 About to Expire—The lease of the service instance will expire in less than seven 
days. 

 Expired—The lease of the service instance is expired. 

Point to the lease state of the service instance to display the lease start and end time. The 
lease is not affected by the deployment status of the service instance. 

 Service Health Status—Hourly health states of the service instance from 00:00 to the 
present time. This parameter appears only when SHM is installed and the service instance 
is configured with an SLA. For more information about SLA configuration, see "Configuring 
or modifying an SLA." 

 Operation—Click the Operation icon  to display the operation menu. The menu 
options vary with the deployment status of the service instance (see Table 17). The 
complete menu includes the following options: 

 View—View detailed information about the service instance (see "Viewing service 
instance details"). 

 Modify—Modify the service instance (see "Modifying a service instance"). 

 Configure SLA—Configure SLA for the service instance (see "Configuring or 
modifying an SLA"). 

 Modify SLA Configuration—Modify SLA configuration for the service instance (see 
"Configuring or modifying an SLA"). 

 View Deployment History—Open the deployment history list page. Use the query 
function to view history deployment records for the service instance (see "Viewing the 
deployment history"). 

 Deploy Service—Deploy the service instance. 

 Undeploy Service—Undeploy the service instance. 

 Delete—Delete the service instance. 
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Table 17 Deployment status and operation menu options 

Deployment status Options 

Deployed - Waiting 

The operation menu includes the following options: 

 View 

 Modify 

 Configure SLA/Edit SLA Configuration 

 Stop SLA Monitor 

 Delete SLA Configuration 

 Deploy Service 

 Delete 

NOTE: 

The Configure SLA option is displayed if the service instance 
is not configured with an SLA. The Edit SLA 
Configuration/Stop SLA Monitor/Delete SLA Configuration 

options are displayed if the service instance is configured with 
an SLA. 

Deployed - Success 

Deployed - Failure 

Deployed - Partial Success 

Deployed - Unknown 

Deployed - Executing 

Deployed - Expired 

The operation menu includes the following options: 

 View 

 Modify 

 Configure SLA/Edit SLA Configuration 

 Stop Monitor 

 Delete SLA Configuration 

 View Deployment History 

 Deploy Service 

 Undeploy Service 

 Delete 

NOTE: 

The Configure SLA option is displayed if the service instance 
is not configured with an SLA. The Edit SLA 
Configuration/Stop SLA Monitor/Delete SLA Configuration 

options are displayed if the service instance is configured with 
an SLA. The Delete option is not displayed if the service 

deployment is executing. 

Undeployed - Success 

Undeployed - Failure 

Undeployed - Partial Success 

Undeployed - Unknown 

Undeployed - Executing 

Undeployed - Expired 

The operation menu includes the following options: 

 View 

 Modify 

 Delete SLA Configuration 

 View Deployment History 

 Deploy Service 

 Delete  

NOTE: 

 The Delete SLA Configuration option is displayed if the 

service instance is configured with an SLA. 
 

Viewing service instance details 

In the service instance list, click the Operation icon  for a service instance, and then select View 
from the menu. 

The service instance details page displays network resource configurations for the service instance. 
For more information about configuring network resources, see "Configuring network zones." 
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Adding a tenant service instance 

A tenant service instance contains network resource configurations to be assigned to a tenant. The 
virtual network resources in the service instance match physical network resources. When you 
deploy the service instance, configurations of the virtual network resources are deployed to the 
physical network resources. 

To add a service instance for a tenant, complete the following tasks: 

 Select a tenant and basic information for the service instance to be added (see "Configuring 
basic information for a new service instance"). 

 Automatically or manually match network resources for the service instance (see "Matching 
virtual network resources with physical network resources"). 

 Modify resource attributes as needed (see "Modifying attributes of network resources"). 

 Configure the deployment and lease attribute for the service instance (see "Adding a service 
instance"). 

Configuring basic information for a new service instance 

1. In the service instance list, click Assign Service. 

The Assign Service page appears. 

2. Specify the following parameters: 

 Tenant—Select a tenant for the service instance from the existing tenants in RAM. 

 Connection Point—Select a connection point from the connection points associated with 
the tenant. Connection points are associated with a tenant when an operator adds the 
tenant. For more information, see "Adding a tenant." 

 Network Zone—Network zone to which the selected connection point belongs. This field 
is automatically populated when you select the connection point. 

 Service Catalog—Select a service catalog from the existing service catalogs in RAM. The 
service catalog contains the service model to be used by the service instance. 

 Service Model—Select a service model from the Service Model list. RAM automatically 
filters service models that match the network zone. 

For more information about adding service catalogs and service models, see "Adding a 
service catalog" and "Creating a service model through orchestration." 

3. Click OK. 

The Match Resources page appears.  

Viewing the Match Resources page 

The page displays the service model on the top and the network zone on the bottom. 

The service model area displays the service model that is selected for the service instance. In this 
area, you can configure virtual network resources. 

The service model toolbar includes the following buttons: 

 Calculate Path—Calculate the matching path of virtual resources in the service model and 
physical resources in the network zone. 

 Simulate Deployment—Simulate deploying service physical resources. Simulating 
deployment can check configuration conflicts. 

 Deploy Service—Add a service instance. 

 Display Path—Display the matching path of service model and network zone. 

The network zone area displays the network zone that is selected for the service instance. In this 
area, you cannot adjust positions of network resources. 
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Matching virtual network resources with physical network resources 

Before you can deploy virtual resource configurations, you must first match the virtual network 
resources (including interfaces) in the service model with physical network resources (including 
interfaces) in the network zone. 

RAM can automatically match network resources, or you can manually match network resources. 

Automatic matching 

Make sure the following requirements are met before you perform automatic matching of network 
resources: 

 The network zone and the service model must have the same network roles. 

 The topology of the virtual network resources in the service model area must be a subset of 
the physical network resources in the network zone. The topology includes the number and 
type of resources in each network role, and links between network resources. 

 The physical network resources must be directly connected. 

To automatically match network resources: 

1. In the network zone area, drag each physical network resource to the corresponding network 
role. 

2. Click the Save icon  in the toolbar. 

3. In the service model area, click Calculate Path. 

4. Select a path. 

The path identifies the sequence for matching devices in the service model against the 
devices in the network zone. After you create a service instance, configurations of devices in 
the service model are deployed to the corresponding devices in the sequence.  

5. Click OK. 

RAM automatically matches the network resources and highlights the matched physical network 
resources. RAM automatically fills in the attributes for each virtual network resource. 

Manual matching 

1. In the service model area, open the configuration page for a virtual network resource: 

 Host—Right-click the DHCP Device icon , DNS Device icon , Host icon , 

Server icon , or VM icon , and then select Configure from the menu. 

 Device—If interfaces of a device are not displayed, right-click the Device icon , , 

 or , and then select Configure from the menu. If interfaces of the device are 
displayed, right-click a blank area of the interface, and then select Configure from the 
menu.  

 Interface—Double-click the Device icon , ,  or , right-click the Interface 

icon , and then select Configure from the menu. 

2. Configure attributes of the virtual network resource to match the settings of the physical 
network resources. The attributes vary with the resource type (see Table 18). 

3. Repeat steps a and b to match all virtual resources with the corresponding physical 
resources. 



 

83 

Table 18 Attributes of virtual network resources 

Virtual network resource Attributes 

Host 

 Node Name—Enter the name of the host. The node name is 

displayed in the service model topology. 

 IP Address—Select the IP address of the physical host from the list. 

The list contains the IP addresses of all physical resources in the 
network zone. A physical resource is uniquely identified by the IP 
address it used when it was added to the IMC platform. 

Switch 

 Node Name—Enter the name of the switch. The node name is 

displayed in the service model topology. 

 IP Address—Select the IP address of the physical switch from the 

list. The list displays IP addresses of all physical resources in the 
network zone. The IP address of a physical resource is the IP 
address used by the resource when it was imported to the IMC 
platform. 

 Device Label—Not configurable. After you save the attribute 

settings, RAM automatically populates this field with the label of the 
switch that is identified by the selected IP address in the IMC 
platform. 

 Device Type—Not configurable. After you save the attribute settings, 

RAM automatically populates this field with the type of the switch 
that is identified by the selected IP address in the IMC platform. 

Router 

 Node Name—Enter the name of the router. The node name is 

displayed in the service model topology. 

 IP Address—Select the IP address of the physical router from the 

list. The list displays IP addresses of all physical resources in the 
network zone. The IP address of a physical resource is the IP 
address used by the resource when it was imported to the IMC 
platform. 

 Device Label—Not configurable. After you save the attribute 

settings, RAM automatically populates this field with the label of the 
router that is identified by the selected IP address in the IMC 
platform. 

 Device Type—Not configurable. After you save the attribute settings, 

RAM automatically populates this field with the type of the router that 
is identified by the selected IP address in the IMC platform. 

Interface 

 Node Name—Enter the name of the interface. The node name is 

displayed in the service model topology. 

 Interface Description—Select the type and number of the physical 

interface from the list. The list displays all interfaces that connect the 
physical resources in the network zone. 

 Status—Not configurable. After you save the attribute settings, RAM 

automatically populates this field with the state of the interface in the 
IMC platform. 

 

Modifying attributes of network resources 

In automatic or manual matching, the attributes of each virtual network resource are determined by 
the service model. You can manually modify the attributes of virtual network resources. 

To modify attributes of network resources: 

1. In the service model area, open the configuration page for a virtual network resource: 

 Host—Right-click the DHCP Device icon , DNS Device icon , Host icon  , 

Server icon , or VM icon , and then select Configure from the menu. 
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 Device—If interfaces of a device are not displayed, right-click the Device icon , , 

 or , and then select Configure from the menu. If interfaces of the device are 
displayed, right-click a blank area of the interface and select Configure from the menu.  

 Interface—Double-click the Device icon , ,  or , right-click the 

Interface icon , and then select Configure from the menu. 

2. Modify the attributes on the Configuration page: 

 To add an attribute, click Add, enter or select an attribute name, and then click OK. 

 To delete an attribute, click the Delete icon  for the attribute. 

3. Click Save and close the page. 

4. Repeat step 1 through step 3 to modify attributes for more virtual resources. 

Simulating the deployment 

After the automatic or manual matching succeeds, simulate the deployment to check whether the 
deployment can succeed.  

To simulate the deployment, click Simulate Deployment in the service model area. RAM starts to 
deploy configurations of the virtual resources in the service model to the corresponding resources in 
the network zone.  

If the deployment fails, the faulty device and faulty function are displayed. Modify the faulty function 
and start the deployment simulation again.  

If the deployment simulation succeeds, create the service instance.  

Adding a service instance 

1. In the service model area, click Deploy Service. 

2. Specify the following parameters: 

 Service Name—Enter a name to uniquely identify the service instance in RAM. 

 Execution Frequency—Select an option from the list: 

 Immediately—The service instance is immediately deployed to the physical resources 
after the service instance is created. The lease start time is the deployment time of the 
service instance. 

 Scheduled—The service instance is deployed at the configured lease start time. 

 Check Conflict—Select this option if you want RAM to check whether or not the new 
configuration conflicts with the existing configuration on the resources. If a conflict exists, 
the system notifies you of the conflict reason and prevents adding the service instance. 

 Lease Start Time—Set the lease start time for the service instance. If Execution 
Frequency is set to Immediately, the lease start time cannot be modified and is 
automatically populated with the deployment start time. If you set Execution Frequency 
to Scheduled, set the time to start the lease and deployment.  

 Lease End Time—Set the lease end time for the service instance. The lease end time 
must be later than the lease start time. 

3. Click OK. 

4. Close the Match Resources page. 

The new service instance appears in the service instance list. 

Adding a network service instance 

A network service instance provides services in a network. You can configure physical network 
resources in RAM and deploy configurations to the network resources. 
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Use one of the following methods to add a network service instance: 

 Select a network zone and the corresponding service model. This method is similar to adding 
a tenant service instance, except that you do not need to configure the tenant and connection 
point when configuring the basic service instance information. For more information, see 
"Adding a tenant service instance."  

 Assign a service in the network zone, and configure functions and parameters on all the 
devices in the network zone.  

This section describes only the second method.  

To add a network service instance:  

1. Click the Service tab.  

2. From the navigation tree, select Resource Automation Manager > Network Zone.  

The network zone list displays all network zones.  

3. Click the Modify & Orchestrate icon  for a network zone.  

4. Right-click a blank area in the topology, and then select Assign Service in the shortcut 
menu.  

5. Configure the network resources.  

Link configuration is not supported. Configurations for hosts, devices, and ports are different.  

To configure the network resources: 

a. Open the configuration page for a network resource by using the following methods:  

 L2Net—Right-click an L2Net icon , and then select Configure from the shortcut 
menu. 

 Device—If interfaces of a device are not displayed, right-click the Router icon , 

Switch icon , LB Device icon , or Firewall icon , and then select 
Configure from the shortcut menu. If interfaces of the device are displayed, right-click 
a blank area of the interface, and then select Configure from the shortcut menu.  

 Host—Right-click the DHCP Device icon , DNS Device icon , Host icon 

 , Server icon , or VM icon , and then select Configure from the shortcut 
menu. 

 Interface—Double-click the Router icon , Switch icon , LB Device icon , 

or Firewall icon . The device icon changes to the port icon . Right-click the 

port icon , and then select Configure from the shortcut menu.  

b. In the Attribute area, specify a name for the resource in the Node Name field.  

The node name is displayed in the topology of the service model.  

The area also includes node identifiers. See Table 8 for available node identifiers for each 
type of resources. RAM automatically matches the resource types and provides the 
corresponding node identifiers.  

c. Click Add. 

The Configuration Item page appears.  

d. Select features for the resource, and then click OK. 

RAM displays the configurable service units based on the device capability set. Table 15 
lists the features and configuration parameters available for each type of resources.  

e. Click Save to close the Configuration page.  

f. Repeat steps a through f to configure all resources.  

6. Simulating the deployment. 
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After the automatic or manual matching succeeds, simulate the deployment to check whether 
the deployment can succeed.  

To simulate the deployment, click Simulate Deployment in the service model area. RAM 
starts to deploy configurations of the virtual resources in the service model to the 
corresponding resources in the network zone.  

If the simulated deployment fails, the faulty device and faulty function are displayed. Modify 
the faulty function and start the simulated deployment again.  

If the simulated deployment succeeds, create the service instance.  

7. Adding a service instance: 

a. In the service model area, click Add Service. 

b. Specify the following parameters: 

 Service Name—Enter a name to uniquely identify the service instance in RAM. 

 Execution Frequency—Select an option from the list: 

Immediately—The service instance is immediately deployed to the physical resources 
after the service instance is created. The lease start time is the deployment time of the 
service instance. 

Scheduled—The service instance is deployed at the configured lease start time. 

 Check Conflict—Select this option for RAM to check whether or not the new 
configuration conflicts with the existing configuration on the resources. If a conflict 
exists, the system notifies you of the conflict reason and prevents adding the service 
instance. 

 Undeploy—Specify whether to undeploy the service instance after the lease end time. 

 Lease Start Time—Set the lease start time for the service instance. If you set 
Execution Frequency to Immediately, the lease start time cannot be modified and is 
automatically populated with the deployment start time. If Execution Frequency is set 
to Scheduled, set the time to start the lease and deployment.  

 Lease End Time—Set the lease end time for the service instance. The lease end time 
must be later than the lease start time. 

c. Click OK. 

If the Execution Frequency is Immediately, the service instance deployment starts immediately.  

Modifying a service instance 

A service instance that is waiting to be deployed or has been deployed, cannot be modified. 
Undeploy the service instance before modifying it. 

To modify a service instance: 

1. In the service instance list, click the Operation icon  for a service instance, and then 
select Modify from the menu. 

2. Modify the service instance the same way as you add a service instance. For more 
information about the configuration procedure, see "Adding a tenant service instance" and 
"Adding a network service instance." 

Deleting a single service instance 

A service instance that is waiting to be deployed or has been deployed, cannot be deleted. Undeploy 
the service instance before deleting it. 

To delete a service instance: 

1. In the service instance list, click the Operation icon  for a service instance, and then 
select Delete from the menu. 
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A confirmation dialog box appears. 

2. Click OK. 

Deleting service instances in batches 

Service instances that are waiting to be deployed or have been deployed, cannot be deleted. 
Undeploy the service instances before deleting them. 

To delete service instances in batches: 

1. Select one or more service instances on the service instance list. 

2. Click Delete. 

A confirmation dialog box appears. 

3. Click OK. 

Configuring or modifying an SLA 

This task is available only when SHM is installed. You can configure or modify an SLA for a service 
instance that is waiting to be deployed or has been deployed. The operations use the same 
procedure. 

To configure or modify an SLA: 

1. In the service instance list, click the Operation icon  for a service instance, and then 
select Configure SLA from the menu. 

2. Add an SLA. For more information, see the HPE IMC Service Health Manager Administrator 
Guide. 

Deploying a service instance 

This task deploys the virtual resource configurations of a service instance to physical resources. You 
can deploy any service instance on the list, regardless of its deployment status. 

Configure a service instance to be deployed immediately after it is created, or manually deploy a 
service instance at any time: 

1. In the service instance list, click the Operation icon  for a service instance, and then 
select Deploy Service from the menu. 

2. Click OK. 

Undeploying a service instance 

This task removes deployed service instance configurations from physical resources. Service 
instances that are waiting to be deployed or have been deployed, cannot be undeployed. 

To undeploy a service instance: 

1. In the service instance list, click the Operation icon  for a deployed service instance, and 
then select Undeploy Service from the menu. 

2. Click OK. 

Viewing the deployment history 

In the service instance list, view the deployment history of a service instance. 

To view deployment history of a service instance: 



 

88 

1. In the service instance list, click the Operation icon  for a service instance, and then 
select View Deployment History from the menu. 

2. Query history deployment records by service instance name. 

For more information about the deployment history, see "Managing the deployment history." 

Managing the deployment history 

The deployment history records all deployment processes and results for service instances. 

Viewing the deployment history list 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Network > Deployment 
History. 

The deployment history list displays all history deployment records. 

Deployment history list contents 

 Service Name—Name of the service instance. 

 Operation—Operation on the service instance: Deploy or Undeploy. 

 Start Time—Time when deployment or undeployment started. 

 End Time—Time when deployment or undeployment ended. 

 Result—Deployment or undeployment result: Success or Failure. 

 Deployment Details—Click the Deployment Details icon  to view detailed information 
about the history deployment record. 

Querying history deployment records 

RAM provides basic query and advanced query. 

Basic query 

1. Access the deployment history list page. 

2. In the query box at the top right, enter a partial or complete service name. 

3. Click the Query icon . 

The deployment history list displays all history deployment records that match the query 
criterion. 

Advanced query 

1. Access the deployment history list page. 

2. Click the Advanced icon  at the top right to expand the query area. 

3. Specify one or more of the following query criteria: 

 Service Name—Enter the name of the service instance. RAM supports fuzzy matching for 
this field. 

 Result—Select an operation result from the list. Options are All, Success, Failure, and 
Partial Success. 

 Start Time—Enter the start time for deployment or undeployment in the format YYYY-MM-
DD hh:mm:ss, or select the time from the popup window. 

 End Time—Enter the end time for deployment or undeployment in the format YYYY-MM-
DD hh:mm:ss, or select the time from the popup window. 

Empty fields are ignored. 
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4. Click Query. 

The deployment history list displays all the history deployment records that match the query 
criteria. 

Viewing details of a history deployment record 

1. Access the deployment history details list page. 

2. Click the Details icon  for a history deployment record to view its details.  

Detailed information includes: 

 Operation—Operation on the service instance: Deploy or Undeploy. 

 Execution Time—Time when deployment or undeployment started. 

 Service Name—Name of the service instance. 

 Result—Deployment or undeployment result: Success or Failure. 

 Success—Total number of successful operations during the deployment or undeployment 
process. 

 Failure—Total number of operation failures during the deployment or undeployment 
process. 

 Operation List—The operation list includes the following columns: 

 Device Label—Label of the device to which the service instance is deployed. This 
column also displays the operation performed on the device. 

 IP Address—IP address of the device. 

 Result—Result of the operation on the device. 

 Parameters—Parameter settings for the operation. 

Configure the auto deletion time 

RAM automatically deletes the expired deployment history. You can configure the auto deletion time 
for the deployment history. 

1. Access the deployment history details list page. 

2. Click the Auto Deletion Time. 

The Set Auto Deletion Time page appears. 

3. Enter the expiration time for the deployment history. The default value is 180 days. 

4. Click OK. 
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8 Access-layer high availability 
configuration examples 

This chapter provides an example for configuring VRRP in RAM. 

Background 

Typically, tenants connect to a LAN through access switches, and access the Internet through a 
single distribution router or Layer 3 switch. If the router or Layer 3 switch malfunctions, 
communication with the Internet is interrupted. To avoid this situation, VRRP is used to provide 
redundancy at the distribution layer. 

Figure 30 VRRP application scenario 

 
 

As shown in Figure 30, Device A and Device B are connected by a heartbeat link (Link e), and MSTP 
is enabled to prune Layer 2 loops. This method provides redundant gateway devices and Layer 2 
downlinks, which enhances reliability of the network.  

The VRRP- and MSTP-enabled network has the following advantages: 

 Resistance to link failures—As long as one uplink (Link c or Link d) and one downlink (Link 
a or Link b) work, traffic can be forwarded without interruption. 

Assuming that Device A is the master device. The network operates as follows when failures 
occur: 

 When Link a and Link c fail, traffic is forwarded along the Link b-Link e-Link d path. 

 When Link a and Link d fail, VRRP lowers Device A's priority after detecting the failure by 
monitoring upstream interfaces and links. Device B becomes the master device, and traffic 
is forwarded along the Link b-Link c path. 

 When Link a and Link e fail, Device B cannot receive notification packets from Device A. 
Device B becomes the master device, and traffic is forwarded along the Link b-Link c path. 

 Prevention of false master/backup switchover—Device A and Device B notifies each other 
of their status through the heartbeat link. This mechanism prevents false master/backup 
switchover when Link a or Link b fails. 
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 NOTE: 

In a VRRP- and MSTP-enabled network, the heartbeat link is an aggregation link of high 
reliability. This example uses a single link as the heartbeat link. 

 

Network requirements 

Figure 31 Network diagram 

 
 

As shown in Figure 31, the tenant connects to the campus network through Switch A. Switch A is 
attached to Switch B and Switch C at the distribution layer. Switch B and Switch C are attached to 
Switch D at the core layer. Switch E resides at the edge of the data center and connects to the server 
that provides services. 

Detailed requirements are as follows: 

 Apply VRRP in the campus network for redundancy of gateway devices. When one gateway 
device fails, hosts in the campus network can access the data center network through the 
other gateway device. 

 Configure Switch B as the master device to forward traffic when no network failures occur. 

 Configure Switch C as the backup device. When the uplink of Switch B fails, Switch C 
becomes the master device and forwards traffic. 

 Enable MSTP to eliminate Layer 2 loops. 

 Connect Switch D at the campus core layer with Switch E at the data center. 
 

 NOTE: 

Typically, multiple core layer devices are deployed at the edge of the campus network to 
enhance network reliability. This example uses one edge device for simplicity. The 
configuration process for multiple edge devices is the same as that for a single device. 

 

Configuration analysis 

 Create a VRRP group on Switch B and Switch C. 

 Assign Switch A, Switch B, and Switch C to an MST instance, and specify a root bridge and a 
secondary root bridge. 

 Configure Switch B as the master device in the VRRP group by setting a higher priority for it. 

 Configure the virtual IP address of the VRRP group as the gateway on the tenant host. 

 Configure OSPF on Switch B, Switch C, and Switch D to realize Layer 3 connectivity between 
the campus network and the data center network. Configure correct route costs on Switch B 
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and Switch C to ensure that traffic from both directions is forwarded by the same gateway 
device. 

Preparations 

Before you configure VRRP in RAM, first configure VLAN, OSPF, and MSTP settings on the devices. 

You can also use RAM to configure MSTP on devices. However, in this example loops occur 
immediately after Switch A, Switch B, and Switch C are connected to each other. In this situation, 
IMC cannot manage these devices and deploy MSTP configurations to them. To configure MSTP for 
the devices in RAM, you need to deploy MSTP configurations to the devices before connecting the 
devices to each other. 

In this example, MSTP settings are configured at the CLI for each device.  

We use abbreviations to represent each device. For example, we use SWA to represent Switch A. 

Table 19 shows the basic configurations for devices. 

Table 19 Basic configurations of devices 

Device Interface IP Address Physical interface 

Switch A Vlan-int 101 192.168.5.30/24 GE 2/0/9, GE 2/0/10, GE 2/0/11 

Switch B 

Vlan-int 101 192.168.5.12/24 GE 2/0/10, GE 2/0/11 

Vlan-int 102 192.168.6.12/24 GE 2/0/12 

Virtual IP 192.168.5.1/24 N/A 

Switch C 

Vlan-int 101 192.168.5.13/24 GE 2/0/15, GE 2/0/16 

Vlan-int 103 192.168.7.12/24 GE 2/0/17 

Virtual IP 192.168.5.1/24 N/A 

Switch D 

Vlan-int 102 192.168.6.11/24 GE 2/0/11 

Vlan-int 103 192.168.7.11/24 GE 2/0/12 

Vlan-int 1 192.168.1.143/22 GE 2/0/13 

Switch E Vlan-int 1 192.168.0.3/22 N/A 

 

Configuring Switch A 

1. Assign interfaces GE 2/0/9, GE 2/0/10, and GE 2/0/11 to VLAN 101. 

<SWA>system-view 

[SWA]vlan 101 

[SWA-vlan101]port GigabitEthernet 2/0/9 to GigabitEthernet 2/0/11 

[SWA-vlan101]quit 

[SWA]interface Vlan-interface 101 

[SWA-Vlan-interface101]ip address 192.168.5.30 24 

[SWA-Vlan-interface101]quit 

2. Configure MSTP. 

[SWA]stp region-configuration 

[SWA-mst-region]region-name region1 

[SWA-mst-region]instance instance1 vlan 101 

[SWA-mst-region]active region-configuration 

[SWA-mst-region]quit 
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[SWA]stp instance instance1 root secondary 

[SWA]stp enable 

Configuring Switch B 

1. Assign interfaces GE 2/0/10 and GE 2/0/11 to VLAN 101, and assign interface GE 2/0/12 to 
VLAN 102. 

<SWB>system-view 

[SWB]vlan 101 

[SWB-vlan101]port GigabitEthernet 2/0/10 GigabitEthernet 2/0/11 

[SWB-vlan101]quit 

[SWB]interface Vlan-interface 101 

[SWB-Vlan-interface101]ip address 192.168.5.12 255.255.255.0 

[SWB-Vlan-interface101]quit 

[SWB]vlan 102 

[SWB-vlan102]port GigabitEthernet 2/0/12 

[SWB-vlan102]quit 

[SWB]interface Vlan-interface 102 

[SWB-Vlan-interface102]ip address 192.168.6.12 255.255.255.0 

[SWB-Vlan-interface102]quit 

2. Configure MSTP. 

[SWB]stp region-configuration 

[SWB-mst-region]region-name region1 

[SWB-mst-region]instance 1 vlan 101 

[SWB-mst-region]active region-configuration 

[SWB-mst-region]quit 

[SWB]stp instance instance1 root primary 

[SWB]stp enable 

3. Configure the network segments where OSPF advertise routes. 

[SWB] ospf 

[SWB-ospf-1] area 0 

[SWB-ospf-1-area-0.0.0.0] network 192.168.5.0 0.0.0.255 

[SWB-ospf-1-area-0.0.0.0] network 192.168.6.0 0.0.0.255 

[SWB-ospf-1-area-0.0.0.0] quit 

[SWB-ospf-1] quit 

Configuring Switch C 

1. Assign interfaces GE 2/0/15 and GE 2/0/16 to VLAN 101, and assign interface GE 2/0/17 to 
VLAN 103. 

<SWC>system-view 

[SWC]vlan 101 

[SWC-vlan101]port GigabitEthernet 2/0/15 GigabitEthernet 2/0/16 

[SWC-vlan101]quit 

[SWC]interface Vlan-interface 101 

[SWC-Vlan-interface101]ip address 192.168.5.13 255.255.255.0 

[SWC-Vlan-interface101]quit 

[SWC]vlan 103 

[SWC-vlan103]port GigabitEthernet 2/0/17 

[SWC-vlan103]quit 

[SWC]interface Vlan-interface 103 
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[SWC-Vlan-interface103]ip address 192.168.7.12 255.255.255.0 

[SWC-Vlan-interface103]quit 

2. Configure MSTP. 

[SWC]stp region-configuration 

[SWC-mst-region]region-name region1 

[SWC-mst-region]instance 1 vlan 101 

[SWC-mst-region]active region-configuration 

[SWC-mst-region]quit 

[SWC]stp instance instance1 root secondary 

[SWC]stp enable 

3. Configure the network segments where OSPF advertises routes. 

[SWC]ospf 

[SWC-ospf-1]area 0 

[SWC-ospf-1-area-0.0.0.0]network 192.168.5.0 0.0.0.255 

[SWC-ospf-1-area-0.0.0.0]network 192.168.7.0 0.0.0.255 

[SWC-ospf-1-area-0.0.0.0]quit 

[SWC-ospf-1]quit 

Configuring Switch D 

1. Assign interface GE 2/0/11 to VLAN 102, and assign interface GE 2/0/12 to VLAN 103. By 
default, all interfaces are in VLAN 1, so it is unnecessary to assign interface GE 2/0/13 to 
VLAN 1. 

<SWD>system-view 

[SWD]interface Vlan-interface 1 

[SWD-Vlan-interface1]ip address 192.168.1.143 22 

[SWD-Vlan-interface1]quit 

[SWD]vlan 102 

[SWD-vlan102]port GigabitEthernet 2/0/11 

[SWD-vlan102]quit 

[SWD]interface Vlan-interface 102 

[SWD-Vlan-interface102]ip address 192.168.6.11 24 

[SWD-Vlan-interface102]quit 

[SWD]vlan 103 

[SWD-vlan103]port GigabitEthernet 2/0/12 

[SWD-vlan103]quit 

[SWD]interface Vlan-interface 103 

[SWD-Vlan-interface103]ip address 192.168.7.11 24 

[SWD-Vlan-interface103]quit 

[SWD]vlan 102 

[SWD-vlan102]port GigabitEthernet 2/0/11 

2. Configure the network segments where OSPF advertise routes. 

[SWD]ospf 

[SWD-ospf-1]area 0 

[SWD-ospf-1-area-0.0.0.0]network 192.168.6.0 0.0.0.255 

[SWD-ospf-1-area-0.0.0.0]network 192.168.7.0 0.0.0.255 

[SWD-ospf-1-area-0.0.0.0]network 192.168.0.0 0.0.3.255 

[SWD-ospf-1-area-0.0.0.0]quit 

[SWD-ospf-1]quit 
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Configuring Switch E 

By default, all interfaces are in VLAN 1, so it is unnecessary to assign interfaces to VLAN 1. 

<SWE>system-view 

[SWE]interface Vlan-interface 1 

[SWE-Vlan-interface1]ip address 192.168.0.3 22 

[SWE-Vlan-interface1]quit 

Configuring the tenant host 

Configure the gateway as 192.168.5.1 on the tenant host. 

RAM configuration procedure 

Creating networks 

1. Click the Service tab, and select Resource Automation Manager > Network from the 
navigation tree. 

Figure 32 Network topology 

 
 

2. Create a campus network: 

a. Select all devices of the campus network (Switch A, Switch B, and Switch C), and right-
click the devices. Select Add Network from the menu. 

b. In the Add Network dialog box, specify the following parameters: 

 Network Name—Enter Campus. 

 Description—Enter a description for the network. 
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Figure 33 Creating a campus network 

 
 

3. Create a data center network: 

a. Select all devices of the data center (Switch D, Switch E, and the server), and right-click 
the devices. Select Add Network from the menu. 

b. In the Add Network dialog box, specify the following parameters: 

 Network Name—Enter Data Center. 

 Description—Enter a description for the network. 

Figure 34 Creating a data center network 

  
 

4. Double-click the network icon for network Campus or Data Center. 

Devices of the network are displayed in the topology. 

Adding a network model 

1. Click the Service tab, and select Resource Automation Manager > Network Model from 
the navigation tree. 

2. Click Add on the toolbar. 

This example uses the system-defined network roles. 

3. Drag Campus, Campus Distribution, Campus Core, and Dater Center to the lower area of 
the page. 
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4. Enter RAM-VRRP in the Network Model Name field. 

5. Click OK. 

Adding a network zone 

1. Click the Service tab, and then select Resource Automation Manager > Network Zone 
from the navigation tree. 

2. Click Add on the toolbar. 

3. Enter Campus Core VRRP in the Name field, and select RAM-VRRP from the Network 
Model list. 

4. Click Add in the Device List area. 

5. Select Switch A, Switch B, Switch C, Switch D, Switch E, and the server, and then click OK. 

6. Click OK on the Add Network Zone page. 

7. Click the Connection Point icon in the Operation column for Campus Core VRRP. 

8. Click Add on the toolbar. The Add Connection Point page appears. 

9. Specify the following parameters in the Add Connection Point area: 

 Name—Enter CP1. 

 VLAN—Enter 101. 

 IP Address—Enter 192.168.5.30. 

 Mask—Enter 255.255.255.0. 

10. Select Switch A, and then click Next. 

11. Select interfaces for tenant to access, and then click Next.  

12. Click  

a. Click Add in the interface list area. 

b. Select Switch A. 

c. On the Interface List tab, select tenant access interfaces, and then click the Move Down 

icon . 

d. Click OK. 

13. Click OK. Click Refresh in the connection point list area, and the new connection point is 
displayed. 

14. In the topology area, drag the devices to their locations in the network. Switch A should be in 
the Campus area. Switch B and Switch C should be in the Campus Distribution area. 
Switch D should be in the Campus Core area. Switch E should be in the Dater Center area. 

15. Click the Save icon  on the topology toolbar. 

Adding a tenant 

1. Click the Service tab, and then select Resource Automation Manager > Tenant from the 
navigation tree. 

2. Click Add in the tenant list area. 

3. Specify the following parameters: 

 Tenant Name—Enter Jeremy. 

 Description—Enter a description for the tenant. 

 Connection Point—Click Select Connection Point, select CP1, and then click OK. 

4. Click OK. 

Adding a service model 

1. Click the Service tab, and then select Resource Automation Manager > Service Model 
from the navigation tree. 
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2. Click the Network Model icon  on the toolbar. 

3. Select RAM-VRRP from the Network Model list. 

4. Click OK. 

5. Drag virtual devices from the vDev area to the topology area. 

6. Place the devices in their network roles according to the layout of devices in the network 
zone. 

7. Click the link in the vLink area and connect the devices in the topology. Only two devices in 
one operation can be connected. 

Figure 35 Connecting virtual devices 

 
 

8. Configure each virtual device by following these steps: 

a. In the topology, right-click a device and then select Configure from the menu. 

b. On the Configuration dialog box, click Add. 

c. Select the configurations you want, and then click OK. 

d. Configure the parameters for each configuration. 

e. Click the Save icon  in the top of the dialog box. 

f. Click the Close icon . 

9. Configure VRRP on each virtual device. 

Switch A, Switch D, and Switch E have been configured in the preparations section. You need 
to configure VRRP only on Switch B and Switch C. This step uses Switch B as an example. 
Because interface configurations have been performed in advance, you need to configure 
only the device. 

Configure VRRP on the Switch B model: 

a. Right-click the Switch B model and then select Configure from the menu. 

b. Click Add. 

c. Select VRRP, and then click OK. 
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Figure 36 Selecting VRRP 

 
 

d. Configure VRRP parameters: 

 VLAN ID—Enter 101. 

 VRID—Enter 1. 

 Virtual IP Address—Enter 192.168.5.1. 

 Priority—Enter 110. 

Figure 37 Configuring VRRP parameters 

 
 

e. Click the Save icon  at the top of the dialog box. 

f. Click the Close icon . 
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10. Configure VRRP on the Switch C model in the same way Switch B is configured. Configure 
the VRRP parameters for Switch C as follows: 

 VLAN ID—Enter 101. 

 VRID—Enter 1. 

 Virtual IP Address—Enter 192.168.5.1. 

 Priority—Enter 100. 

The priority of Switch C is lower than that of Switch B. Therefore, Switch B is responsible for 
traffic forwarding when no network failures occur. 

11. Click the Save icon  on the topology toolbar. 

12. Specify the following parameters: 

 Service Model Name—Enter CampusVM. 

 Service Catalog—Select HA Models. 

 Use Predefined Icon—Select this item. 

 Icon—Select network.png. 

 Description—Enter a description for the service model. 

13. Click OK. 

The new service model CampusVM is saved under service catalog HA Models. 

Assigning a service 

1. Click the Service tab, and then select Resource Automation Manager > Service Catalog 
from the navigation tree. 

2. Click CampusVM under service catalog HA Models. 

3. Click Assign Service on the toolbar. 

4. Select Jeremy from the Tenant list. Select CP1 from the Connection Point list. 

The system automatically populates the Network Zone, Service Catalog, and Service 
Model fields. 

5. Click OK. 

6. Click Match on the service model toolbar. The system automatically matches the network 
zone with the service model. After the match is completed, the Select Path dialog box 
appears. 
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Figure 38 Selecting a path 

 
 

7. Select a path and click OK. 

The selected path flashes in the network zone. 

8. Click Add Service on the service model toolbar. 

9. Specify the following parameters in the Add Service Instance dialog box: 

 Service Name—Enter Campus HA Network. 

 Execution Frequency—Select Immediately. 

 Check Conflict—Select Yes. 

 Lease Start Time—Set to 2013-10-15 05:07. 

 Lease End Time—Set to 2013-10-21 05:07. 

10. Click OK. 

11. Close the Match Resources page. 

Viewing the service instance 

After the service instance takes effect, view its status in the service instance list. 

Click the Service tab, and then select Resource Automation Manager > Deployed Services from 
the navigation tree. 

Figure 39 shows that the service instance is successfully deployed and in normal state. 
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Figure 39 Service instance list 

 
 

Verifying the configuration 

Scenario: all devices and links in normal state 

Verifying the MSTP configuration on Switch A 

Log in to the CLI and display MSTP settings on the device. 

<SWA>display stp brief 

Figure 40 MSTP settings on Switch A 

 
 

The command output shows that interface GE 2/0/11 is an alternative interface that does not forward 
traffic. 

Verifying the VRRP configuration on Switch B 

Log in to the CLI and display the VRRP settings on the device. 

<SWB>display vrrp 

IPv4 Standby Information: 

 

     Run Mode       : Standard 

 

     Run Method     : Virtual MAC 

 

 Total number of virtual routers : 2 

 

 Interface          VRID   State       Run     Adver   Auth     Virtual 
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                                       Pri     Timer   Type        IP 

 

 --------------------------------------------------------------------- 

 

 Vlan101            1      Master      110     1       None     192.168.5.12 

 

The command output shows that Switch B is the master device in VRRP group 1. All traffic is 
forwarded by Switch B. 

Verifying the VRRP configuration on Switch C 

Log in to the CLI and display the VRRP settings on the device. 

<SwitchC>display vrrp 

IPv4 Standby Information: 

 

     Run Mode       : Standard 

 

     Run Method     : Virtual MAC 

 

 Total number of virtual routers : 2 

 

 Interface          VRID   State       Run     Adver   Auth     Virtual 

 

                                       Pri     Timer   Type        IP 

 

 --------------------------------------------------------------------- 

 

 Vlan101            1      Backup      100     1       None     192.168.5.13 

 

The command output shows that Switch C is the backup device in VRRP group 1. Its priority is lower 
than that of Switch B. 

Verifying the connectivity between Switch A and the server 

Log in to the CLI and ping the server. 

<SwitchA>ping 192.168.1.251 
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Figure 41 Connectivity between Switch A and the server 

 
 

The command output shows that Switch A can communicate with the server. 

Scenario: Switch B failed 

Verifying the VRRP configuration on Switch C 

Log in to the CLI and display the VRRP settings. 

<SwitchC>display vrrp 

IPv4 Standby Information: 

 

     Run Mode       : Standard 

 

     Run Method     : Virtual MAC 

 

 Total number of virtual routers : 2 

 

 Interface          VRID   State       Run     Adver   Auth     Virtual 

 

                                       Pri     Timer   Type        IP 

 

 --------------------------------------------------------------------- 

 

 Vlan101            1      Master      100     1       None     192.168.5.13 

 

The command output shows that Switch C becomes the master device in VRRP group 1. All traffic 
is forwarded by Switch C. 

Verifying the connectivity between Switch A and the server 

Log in to the CLI and ping the server. 

<SwitchA>ping 192.168.1.251 



 

105 

Figure 42 Connectivity between Switch A and the server 

 
 

The command output shows that Switch A can communicate with the server. 
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9 Access control and bandwidth control 
configuration examples 

This chapter provides examples for configuring access control and bandwidth control on RAM. 

Network requirements and analysis 

Network requirements 

In enterprise A's network as shown in Figure 43, configure access control and bandwidth control to 
meet the following requirements: 

 The Test department and the R&D department can access the FTP server and the Web 
server. 

 The Temporary department can access the FTP server, but cannot access the Web server. 

 The Test and R&D departments each have a maximum of 10 Mbps rate to download files from 
the FTP server, and the Temporary department has a maximum of 5 Mbps rate to download 
files from the FTP server. 

 All departments have no rate limit to access the Web server. 

In this example, tenants refer to the Test department, R&D department, and Temporary department. 

Figure 43 Network diagram 

 
 

Table 20 Basic configurations of the devices 

Device Basic configuration 

SWA IP address of VLAN interface 1: 192.168.1.144/24 

SWB IP address of VLAN interface 1: 192.168.1.145/24 

SWC IP address of VLAN interface 1: 192.168.1.143/24 
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Device Basic configuration 

SWD IP address of VLAN interface 1: 192.168.1.142/24 

SWE IP address of VLAN interface 1: 192.168.1.140/24 

SWF IP address of VLAN interface 1: 192.168.1.141/24 

FTP server 
 VLAN ID: 500 

 IP address: 192.168.50.21/24 

Web server 
 VLAN ID: 600 

 IP address: 192.168.60.21/24 
 

Table 21 VLANs and networks for tenants 

Tenant VLAN ID and network segment 

Test department 
 VLAN ID: 300 

 Network segment: 192.168.30.0/24 

R&D department 
 VLAN ID: 200 

 Network segment: 192.168.20.0/24 

Temporary department 
 VLAN ID: 100 

 Network segment: 192.168.10.0/24 
 

Requirements analysis 

 To isolate departments, assign the Test department to VLAN 300, the R&D department to 
VLAN 200, and the Temporary department to VLAN 100. 

 To prevent the Temporary department from accessing the Web server, configure an ACL on 
GE 2/0/14 of SWB. 

 To restrict the rate to the FTP server to 10 Mbps for the Test department and the R&D 
department, configure QoS on GE 2/0/31 of SWC. 

 To restrict the rate to the FTP server to 5 Mbps for the Temporary department, configure QoS 
on GE 2/0/36 of SWC. 

 To ensure VLAN connectivity, configure the link type of ports among SWD, SWE, and SWF as 
trunk. 

 To ensure IP connectivity, enable RIP on SWA, SWB, SWE, and SWF. 

RAM configuration analysis 

This section lists the configuration tasks on RAM. 

Dividing the network 

Divide the network into the campus network and the data center. The campus network includes SWA, 
SWB, and SWC. The data center includes SWD, SWE, and SWF. 

Adding network roles and network model 

Assign switches the following network layers (called roles on RAM) to create a network model: 

 Assign SWA and SWB to the access layer of the campus network. 
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 Assign SWC to the distribution layer of the campus network. 

 Assign SWE and SWF to the access layer of the data center. 

 Assign SWD to the distribution layer of the data center. 

Adding tenants and connection points 

Configure the Test department, R&D department, and the Temporary department as tenants. Table 
22 lists the connection point information. 

Table 22 Connection point information 

Tenant 
Access 

device 
Interface 

Connection point 

configuration 

Test department SWA GE 1/0/2 
 VLAN ID: 300 

 IP address: 192.168.30.1/24 

R&D department SWA GE 1/0/3 
 VLAN ID: 200 

 IP address: 192.168.20.1/24 

Temporary 
department 

SWB GE 2/0/14 
 VLAN ID: 100 

 IP address: 192.168.10.1/24 
 

Adding network zones 

Network settings include basic settings, which never expire, and tenant settings, which has an 
expiration date. Basic settings apply to all devices in the network. Tenant settings apply to service-
related devices. 

Create a basic network zone for all network devices, and create other network zones based on tenant 
requirements and their locations. 

In this example, create the following network zones: 

 Basic network zone 

 Network zone shared by the Test department and the R&D department 

 Network zone for the Temporary department 

Adding service models and service catalogs 

Create a basic service model for basic settings. Create a tenant service model for the Test 
department, R&D department, and the Temporary department. 

To manage service models, create the following service catalogs: 

 Basic service catalog 

 Tenant service catalog 

Adding service instances 

Create the following service instances: 

 Basic service instance 

 Service instance for the Test department 

 Service instance for the R&D department 

 Service instance for the Temporary department 
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Create the service instance for basic settings by using inverse orchestration. Create other service 
instances as required by using service orchestration. 

Configuration procedures 

Configuring network devices 

Configure the link type of ports between switches as trunk and set the RIP version to 2. The following 
uses SWF as an example to show the settings on network devices. 

Configuring the link type of ports 

Configure the link type of GE 2/0/1 as trunk. 

<swf>system-view 

[swf]interface GigabitEthernet 2/0/1 

[swf-GigabitEthernet2/0/1]port link-type trunk 

Configure the link type of the following interfaces as trunk: 

 GE 1/0/1 on SWA 

 GE 2/0/1 on SWB 

 GE 2/0/31, GE 2/0/36, and GE 2/0/33 on SWC 

 GE 2/0/4 and GE 2/0/1 on SWD 

 GE 1/0/14 on SWE 

Configuring RIP 

Set RIP version to 2. 

[swf]rip 1 

[swf-rip-1]version 2 

[swf-rip-1]network 192.168.1.0 

Set RIP version to 2 on SWA, SWB, and SWE in the same way. 
 

 NOTE: 

By default, RIP is deployed in process 1 on RAM. 
 

Adding switches to IMC 

To add switches to IMC: 

1. Click the Resource tab. 

2. From the navigation tree, select Resource Management > Auto Discovery. 

The Auto Discovery (Basic) page appears. 

3. In the Segment Settings (Required) area, configure the following parameters: 

 Start IP—Enter 192.168.1.140. 

 End IP—Enter 192.168.1.150. 

4. Click Add to add the network segment to the Network Segment field box. 

5. In the SNMP & Telnet Settings area, configure the following parameters based on the device 
settings: 

 SNMP Read Community 

 SNMP Write Community 
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 Telnet Authentication Mode 

6. In the Scheduled Discovery Settings area, select Never for the Scheduled field. 

7. Click Auto Discovery. 

The Auto Discovery Result page appears. 

After auto discovery is completed, the switches are added to IMC, as shown in Figure 44. 

Figure 44 Devices added to IMC 

 
 

This example uses the IP address of VLAN interface 1 to identify the devices. You can also use the 
IP address of another interface as needed. 

To make sure RAM correctly deploys configurations to devices, set the login mode to Telnet and set 
correct Telnet parameters for devices on the device details page. 

Synchronizing device settings 

1. Click the Resource tab. 

2. From the navigation tree, select Resource > View Management > Device View. 

The Device View-All-Exclude Desktops page displays all devices in IMC. 

3. Select the added devices. 

4. Click Synchronize on the toolbar. 

5. After the synchronization is completed, click Refresh to view the most recent information. 
 

 NOTE: 

 If SNMP parameters for a device are incorrect in IMC, and Exclude Desktops is selected, the 
Device View-All-Exclude Desktops page does not display the device. To display the added 
device, correct the SNMP parameters for the device in IMC. 

 If the Device View-All-Exclude Desktops page does not display PC devices (desktops), click 
View on the toolbar of the Device View-All-Exclude Desktops page, and then select Include 
Desktops. 
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Adding networks 

Add the devices from IMC to RAM. Create networks and assign devices to the networks based on 
their network roles. 

Adding devices to RAM 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Network. 

The network management page appears. 

3. Click the Import Device icon  . 

The Import Device dialog box appears. 

4. Select custom views of the added switches. 

If you do not add a custom view for the switches, select My Network View. 

5. Click OK. 

The network topology displays the added switches. 

Adding networks 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Network. 

The network management page appears. 

3. Select List on the network management page. 

The network list displays all networks. 

4. Click Add on the toolbar. 

The Add Network page appears. 

In the Add Network area, configure the following parameters: 

 Name—Enter network name Campus network. 

 Network Type—Select network type Campus Network. 

 Description—Enter a description for campus network. In this example, the description is 
"Including the switches on the access layer of the campus network and switches on the 
distribution layer of the campus network." 

5. Add devices to the campus network. 

a. In the Device List area, click Add. 

The Select Devices page appears. 

b. Click the Expand icon  to the left of the device view, and then select the subview 
named Switches. 

The Devices Found area displays all switches that have been added to RAM. 

c. Select SWA, SWB, and SWC, and then click the Move Down icon . 

The switches are added to the Selected Devices area. 

d. Click OK to return to the Add Network page. 

The device list displays the switches. 

6. Click OK to return to the network list. 

The network list displays the added campus network. 

Add a data center, and add SWD, SWE, and SWF to the data center in the same way. 
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Adding a network model 

Predefined network roles in RAM can meet the requirements of this example. 

To configure a network model: 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Network Model. 

The Network Model page appears. 

3. Click Add on the toolbar. 

The Add Network Model page appears. 

4. Drag the network roles to the lower area of the page. 

5. In the Network Model Name field, enter a network model name Enterprise A. 

6. Click OK. 

The network model list displays the network model, as shown in Figure 45. 

Figure 45 Network model named Enterprise A 

 
 

Adding network zones 

Add the following network zones: 

 Basic network zone 

 Network zone shared by the Test department and the R&D department 

 Network zone for the Temporary department 

Adding basic network zone 

The basic network zone includes all switches on the network. 

To add basic network zone: 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Network Zone. 
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The network zone list displays all network zones. 

3. Click Add on the toolbar. 

The Add Network Zone page appears. 

4. In the Add Network Zone area, configure the following parameters: 

 Name—Enter network zone name Basic network zone. 

 Network Model—Select the network model Enterprise A from the list. 

5. In the Device List area, add all the switches to the network model Enterprise A. 

a. Click Add. 

The Select Devices page appears. 

b. Click the Expand icon  to the left of the device view, and then select the subview 
named Switches. 

The Devices Found area displays all switches that have been added to RAM. 

c. Select SWA, SWB, SWC, SWD, SWE, and SWF, and then click the Move Down icon . 

The added switches are displayed in the Selected Devices area. 

d. Click OK to return to the Add Network Zone page. 

The device list displays the added switches, as shown in Figure 46. 

Figure 46 Adding basic network zone 

 
 

6. Click OK to return to the network zone list. 

7. Click the Modify icon  for Basic network zone. 

The Modify Network Zone page appears. 

8. In the topology, drag the switches to corresponding areas based on the network structure. 

9. Click the Save icon . 

Add network zones for the Test department, R&D department, and the Temporary department in the 
same way. The network zone shared by the Test department and R&D department includes SWA, 
SWC, SWD, SWE, and SWF. The network zone for the temporary department includes SWB, SWC, 
SWD, SWE, and SWF. 
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Adding connection points 

Add a connection point for the Test department 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation manager > Network Zone. 

The network zone list appears. 

3. Click the Connection Point icon  for the network zone shared by the Test and R&D 
departments.. 

The Connection Point page appears. 

4. Click the Add. 

The page for adding a connection point appears. 

5. On the Select Device page, select SWA. 

6. Click Next. The Select Ports page appears. 

7. On the Select Ports page, select GE 1/0/2. 

8. Click Next. The Configure Parameter page appears. 

9. On the Configure Parameter page, configure the following parameters: 

 Name—Enter connection point name Test connection point. 

 VLAN—Enter the VLAN ID 300. 

 Access IP—Enter the IP address 192.168.30.1 for VLAN interface 300 on SWA. 

 Mask—Enter the mask 255.255.255.0 for VLAN interface 300 on SWA. 

10. Click OK. 

The Connection Point page displays the connection point for the Test department. 

Adding a connection point for the R&D department 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Network Zone. 

The network zone list appears. 

3. Click the Connection Point icon  for the network zone shared by the Test and R&D 
departments. 

The Connection Point page appears. 

4. Click the Add. 

The page for adding a connection point appears. 

5. On the Select Device page, select SWA. 

6. Click Next. The Select Ports page appears. 

7. On the Select Ports page, select GE 1/0/3. 

8. Click Next. The Configure Parameter page appears. 

9. On the Configure Parameter page, configure the following parameters: 

 Name—Enter connection point name R&D connection point. 

 VLAN—Enter the VLAN ID 200. 

 Access IP—Enter the IP address 192.168.20.1 for VLAN interface 200 on SWA. 

 Mask—Enter the mask 255.255.255.0 for VLAN interface 200 on SWA. 

10. Click OK. 

The Connection Point page displays the connection point for the R&D department. 
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Adding a connection point for the Temporary department 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Network Zone. 

The network zone list appears. 

3. Click the Connection Point icon  for the network zone shared by the Temporary 
department. 

The Connection Point page appears. 

4. Click the Add. 

The page for adding a connection point appears. 

5. On the Select Device page, select SWB. 

6. Click Next. The Select Ports page appears. 

7. On the Select Ports page, select GE 2/0/14. 

8. Click Next. The Configure Parameter page appears. 

9. On the Configure Parameter page, configure the following parameters: 

 Name—Enter connection point name Temporary connection point. 

 VLAN—Enter the VLAN ID 100. 

 Access IP—Enter the IP address 192.168.10.1 for VLAN interface 100 on SWB. 

 Mask—Enter the mask 255.255.255.0 for VLAN interface 100 on SWB. 

10. Click OK. 

The Connection Point page displays the connection point for the Temporary department. 

Adding service catalogs 

To add a basic service catalog: 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Service Catalog. 

The service catalog list appears. 

3. Click Add Service Catalog. 

The Add Service Catalog dialog box appears. 

4. In the Name field, enter the service catalog name Basic service catalog. 

5. Click OK. 

The service catalog list displays Basic configuration catalog. 

Add a tenant service catalog in the same way. 

Adding service models 

Use the inverse orchestration function to create a service instance without tenants, and use the 
service instance to deploy basic network settings. Use the orchestration function to create a service 
instance with tenants, and use the service instance to deploy tenant network resources. 

Using inverse orchestration to add a service model for basic settings 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Network Zone. 

The network zone list appears. 

3. Click the Modify icon for Basic network zone. 

The Modify Network Zone page appears. 
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4. In the topology, select the switches. 

5. Right-click one of the selected switches, and then select Add Service Model from the menu. 

The Save Service Model page appears. 

6. Configure the following parameters: 

 Service Model Name—Enter service model name Basic service model. 

 Service Catalog—Select Basic service catalog from the list. 

 Use Predefined Icon—Select Use Predefined Icon. 

 Icon—Select the default value app.png. 

 Description—Enter a description for the service model. In this example, the description is 
"Basic service model." 

Figure 47 Adding basic service model 

 
 

7. Click OK. 

RAM generates virtual resources (including device models and links) based on the network 
structure of Basic network zone and the network model Enterprise A, as shown in Figure 
48. 
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Figure 48 Inverse orchestration 

 
 

8. Configure RIP. 

Configure SWF to broadcast network 192.168.50.0 (Web server), and configure SWE to 
broadcast network 192.168.60.0 (FTP server). 

Configure RIP for the SWE model: 

a. Right-click the SWE model, and then select Configure from the menu. 

The Configuration dialog box appears. 

b. Click Add. 

The Configuration Item dialog box appears. 

c. Select RIP 

d. Click OK to return to the Configuration dialog box. 

e. In the Distribute RIP route area, configure the following parameters: 

 Version—Select v1 from the list. 

 VLAN ID—Enter the VLAN ID. 

 IP Address—Enter 192.168.60.0. 

 Mask—Enter 255.255.255.0. 

f. Click Save. 
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Figure 49 Configuring RIP for the SWE model 

 
 

Configure RIP for the SWF model: 

a. Right-click the SWF model, and then select Configure. 

The Configuration dialog box appears. 

b. Click Add. 

The Configuration Item dialog box appears. 

c. Select RIP 

d. Click OK to return to the Configuration dialog box. 

e. In the RIP area, configure the following parameters: 

 IP Address—Enter 192.168.50.0. 

 Mask—Enter 255.255.255.0. 

f. Click Save. 

Figure 50 Configuring RIP for the SWF model 
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9. Click the Save icon . 

The Save Service Model page appears. 

10. Click OK. 

Click Cancel to return to the Service Model dialog box. 

11. Click the Assign Service icon . 

The Add Service Instance dialog box appears. 

Configure the following parameters: 

 Service Name—Enter service name Basic service instance. 

 Execution Frequency—Select Immediately from the list. 

 Check Conflict—Select Yes. 

 Lease Start Time—Click the Lease Start Time box to select the lease start time 2013-
09-23 10:37. 

 Lease End Time—Click the Lease End Time box to select the lease end time 2028-09-
23 10:37. 

Figure 51 Adding Basic service instance 

 
 

12. Click OK. 

Click Cancel to return to the service model dialog box. 

Adding tenant service models 

Use the service orchestration function to create service models for the Test department, R&D 
department, and the Temporary department. 

To add a tenant service model: 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Service Model. 

The service model window appears. 

3. Click the Network Model icon . 

The Set Network Model dialog box appears. 

4. Select Enterprise A for Network Model from the list. 

5. Click OK. 

The page displays all network roles of the network model Enterprise A. 
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6. Add SWA, SWC, SWD, SWE, and SWF models to the network model, and connect the switch 
models through links. 

 Drag the SWA/SWB model (corresponding to SWA or SWB) to the area for the access 
layer of the campus network. 

 Drag the SWC model to the area for the distribution layer of the campus network. 

 Drag the SWD model to the area for the distribution layer of the campus network. 

 Drag SWE and SWF models to the access layer of the data center. 

 Connect switch models through links in the vLink area, and connect connection point C to 
the SWA/SWB model. 

Figure 52 Service orchestration 

 
 

7. Configure RIP for the SWA/SWB model. 

a. Right-click the SWA/SWB model, and then select Configure from the menu. 

The Configuration dialog box appears. 

b. Click Add. 

The Configuration Item dialog box appears. 

c. Select RIP 

d. Click OK to return to the Configuration dialog box. 

e. Configure the RIP parameters. 

f. Click Save. 

g. Click the Close icon  to close the Configuration dialog box. 

8. Configure interfaces. 

QoS is required on GE 2/0/31 and GE 2/0/36 of SWC. You must configure CAR on the SWC 
model's interface that connects to the SWA/SWB model. 

a. Double-click the SWC model to unfold the interface, as shown in Figure 53. 
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Figure 53 Unfolding the interface 

 
 

a. Right-click the interface that connects to the SWA/SWB model, and then select Configure 
from the menu. 

The Configuration dialog box appears. 

b. Click Add. 

The Configuration Item dialog box appears. 

c. Select CAR Bandwidth. 

d. Click OK. 

The Configuration dialog box displays CAR settings. 

Figure 54 Adding CAR 

 
 

e. Click Save. 

f. Click the Close icon  to close the Configuration dialog box. 

9. Click the Save icon . 

The Save Service Model dialog box appears. 

Configure the following parameters: 

 Service Model Name—Enter service model name Temporary service model. 

 Service Catalog—Select Tenant service catalog from the list. 

 Use Predefined Icon—Select Use Predefined Icon. 

 Icon—Select the default value app.png. 
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 Description—Enter a description for the service model. 

10. Click OK. 

Temporary service catalog displays Temporary service model. 

Adding tenants 

To add the tenant Test department: 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Tenant. 

The tenant list appears. 

3. Click Add on the toolbar. 

The Add Tenant page appears. 

4. Configure the following parameters: 

 Tenant Name—Enter tenant name Test department. 

 Description—Enter a description for the Test department. As a best practice, describe the 
tenant features and lease period. This field can be blank. 

5. Select a connection point. 

a. In the connection point area, click Select Connection Point. 

The page for selecting a connection point appears. 

b. Select Test connection point. 

c. Click OK to return to the Add Tenant page. 

The Connection Point area displays Test connection point. 

6. Click OK. 

The tenant list displays Test department. 

Figure 55 Adding the tenant 

 
 

Add tenants R&D department and Temporary department in the same way. Their connection 
points are named R&D connection point and Temporary connection point. 

Adding service instances 

Add service instances for the Test department, R&D department, and the Temporary department. 

Adding a service instance for the Test department 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Deployed Services. 

The service instance list appears. 
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3. On the toolbar, click Assign Service. 

The Assign Service dialog box appears. 

4. Configure the following parameters: 

 Tenant—Select Test department. 

 Connection Point—Test connection point automatically appears. 

 Network Zone—Test/R&D network zone automatically appears. 

 Service Catalog—Select Tenant service catalog from the list. 

 Service Model—Select Tenant service model from the list. 

5. Click OK. 

The topology appears. 

6. On the toolbar, click Match. 

RAM matches device models in the service model with physical devices in the network zone. 

When you deploy a service instance, configurations on device models and ports are deployed 
to physical devices. 

If the match succeeds, the Select Path dialog box appears. If multiple paths are matched, 
select a correct path. 

7. Click OK. 

In the network zone, the matching devices blink. 

8. Configure RIP for the SWA/SWB model. 

a. Right-click the SWA/SWB model, and then select Configure from the menu. 

The Configuration dialog box appears. 

b. Click Add. 

The Configuration Item dialog box appears. 

c. Select RIP 

Click OK to return to the Configuration dialog box. 

d. In the RIP area, configure the following parameters: 

 IP Address—Enter 192.168.30.0. 

 Mask—Enter 255.255.255.0. 

e. Click Save. 

f. Click the Close icon  to close the Configuration dialog box. 

9. Configure CAR for the SWC model. 

The download rate to the FTP server must be less than 10 Mbps for the Test department and 
R&D department. 

a. Double-click the SWC model in the service model. 

The interface on the SWC model is unfolded. 

b. Right-click the SWC model's interface that connects to the SWA/SWB model, and then 
select Configure from the menu. 

The Configuration dialog box appears. 

c. Click Add. 

The Configuration Item dialog box appears. 

d. Select CAR Bandwidth. 

Click OK to return to the Configuration dialog box. 

e. Configure the following CAR parameters: 

 Committed Rate—Enter 10048. 

 Committed Burst Size—Enter 64000. 
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 ACL Number—Enter 3021. 

 Source IP Address—Enter 192.168.50.0. 

 Mask—Enter 0.0.0.255. 

 Destination IP Address—Enter 192.168.0.0. 

 Mask—Enter 0.0.255.255. 

 Priority—Remains blank. 

 Protocol—Use the default value. 

 Direction—Select OUTBOUND. 

f. Click Save. 

g. Click the Close icon  to close the Configuration dialog box. 

Figure 56 Configuring CAR parameters 

 
 

10. Click Add Service. 

The Add Service Instance dialog box appears. 

Configure the following parameters: 

 Service Name—Enter service instance name Test service instance. 

 Execution Frequency—Select Scheduled from the list. 

 Check Conflict—Select No. 

 Lease Start Time—Set the lease start time to 2013-09-23 00:00. 

 Lease End Time—Set the lease end time to 2015-09-23 00:00. 

11. Click OK. 

Adding a service instance for the R&D department 

1. Click the Service tab. 
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2. From the navigation tree, select Resource Automation Manager > Deployed Services. 

The service instance list appears. 

3. On the toolbar, click Assign Service. 

The Assign Service page appears. 

4. Configure the following parameters: 

 Tenant—Select R&D department. 

 Connection Point—R&D connection point automatically appears. 

 Network Zone—Test/R&D network zone automatically appears. 

 Service Catalog—Select Tenant service catalog from the list. 

 Service Model—Select Tenant service model from the list. 

5. Click OK. 

The topology appears. 

6. On the toolbar, click Match. 

RAM matches device models in the service model with physical devices in the network zone. 

When you deploy a service instance, configurations on device models and ports are deployed 
to physical devices. 

If the match succeeds, the Select Path dialog box appears. If multiple paths are matched, 
select a correct path. 

7. Click OK. 

In the network zone, the matching devices blink. 

8. Configure RIP for the SWA/SWB model. 

a. Right-click the SWA/SWB model, and then select Configure from the menu. 

The Configuration dialog box appears. 

b. Click Add. 

The Configuration Item dialog box appears. 

c. Select RIP. 

Click OK to return to the Configuration dialog box. 

d. In the RIP area, configure the following parameters: 

 IP Address—Enter 192.168.20.0. 

 Mask—Enter 255.255.255.0. 

e. Click Save. 

f. Click the Close icon  to close the Configuration dialog box. 

9. Click Add Service. 

The Save Service Instance dialog box appears. 

Configure the following parameters: 

 Service Name—Enter service instance name R&D service instance. 

 Execution Frequency—Select Scheduled from the list. 

 Check Conflict—Select No. 

 Lease Start Time—Set the lease start time to 2013-09-23 00:00. 

 Lease End Time—Set the lease end time to 2015-09-23 00:00. 

10. Click OK. 

Adding a service instance for the Temporary department 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Deployed Services. 
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The service instance list appears. 

3. On the toolbar, click Assign Service. 

The Assign Service dialog box appears. 

4. Configure the following parameters: 

 Tenant—Select Temporary department. 

 Connection Point—Temporary connection point automatically appears. 

 Network Zone—Temporary network zone automatically appears. 

 Service Catalog—Select Tenant service catalog from the list. 

 Service Model—Select Tenant service model from the list. 

5. Click OK. 

The Add Service Instance page appears. 

6. On the toolbar, click Match. 

RAM matches device models in the service model with physical devices in the network zone. 

When you deploy a service instance, configurations on device models and ports are deployed 
to physical devices. 

If the match succeeds, the Select Path dialog box appears. If multiple paths are matched, 
select a correct path. 

7. Click OK. 

In the network zone, the matching devices blink. 

8. Configure RIP for the SWA/SWB model. 

a. Right-click the SWA/SWB model, and then select Configure from the menu. 

The Configuration dialog box appears. 

b. Click Add. 

The Configuration Item dialog box appears. 

c. Select RIP 

Click OK to return to the Configuration dialog box. 

d. In the RIP area, configure the following parameters: 

 IP Address—Enter 192.168.10.0. 

 Mask—Enter 255.255.255.0. 

e. Click Save. 

f. Click the Close icon  to close the Configuration dialog box. 

9. Configure advanced ACL parameters for the SWA/SWB model. 

a. Double-click the SWA/SWB model. 

The interface on the SWA/SWB model is unfolded. 

b. Right-click the interface, and then select Configure from the menu. 

The Configuration dialog box appears. 

c. Click Add. 

The Configuration Item dialog box appears. 

d. Select Advanced ACL. 

e. Click OK to return to the Configuration dialog box. 

f. Configure the following advanced ACL parameters: 

 ACL Number—Enter 3031. 

 Direction—Enter outbound. 

 Matching Action—Select deny. 
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 Source IP Address—Enter 192.168.10.0. 

 Mask—Enter 0.0.0.255. 

 Destination IP Address—Enter 192.168.60.0. 

 Mask—Enter 0.0.0.255. 

 Protocol—Select ip. 

 Application Port Number—Remains blank. 

g. Click Save. 

h. Click the Close icon  to close the Configuration dialog box. 

Figure 57 Configuring advanced ACL parameters 

 
 

10. Configure CAR for the SWC model. 

a. Double-click the SWC model in the service model. 

The interface on the SWC model is unfolded. 

b. Click the SWC model's interface that connects to the SWA/SWB model, and then select 
Configure from the menu. 

The Configuration dialog box appears. 

c. Click Add. 

The Configuration Item dialog box appears. 

d. Select CAR Bandwidth. 

e. Click OK to return to the Configuration dialog box. 

f. Configure the following CAR parameters: 

 Committed Rate—Enter 5056. 

 Committed Burst Size—Enter 64000. 
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 ACL Number—Enter 3023. 

 Source IP Address—Enter 192.168.50.0. 

 Mask—Enter 0.0.0.255. 

 Destination IP Address—Enter 192.168.10.0. 

 Mask—Enter 0.0.0.255. 

 Priority—Remains blank. 

 Protocol—Use the default value. 

 Direction—Select OUTBOUND. 

g. Click Save. 

h. Click the Close icon  to close the Configuration dialog box. 

11. Click Add Service. 

The Save Service Instance dialog box appears. 

Configure the following parameters: 

 Service Name—Enter service instance name Temporary service instance. 

 Execution Frequency—Select Scheduled from the list. 

 Check Conflict—Select No. 

 Lease Start Time—Set the lease start time to 2013-09-23 00:00. 

 Lease End Time—Set the lease end time to 2015-09-23 00:00. 

12. Click OK. 

Deploying/undeploying service instances 

Service instances are automatically deployed at the lease start time. You can also manually deploy 
service instances. 

The service instance list displays the status and health status of service instances. If network 
configurations must be changed during the lease period, undeploy a service instance in a non-
working period, and then change the network configurations. 

Deploying a service instance 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Deployed Services. 

The service instance list displays all service instances. 

3. Click the Operation icon  for Test service instance, and then select Deploy Service 
from the menu. 

Undeploying a service instance 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Deployed Services. 

The service instance list displays all service instances. 

3. Click the Operation icon  for Test service instance, and then select Undeploy Service 
from the menu. 

Configuring a VLAN interface 

After a service instance is deployed, RAM creates a VLAN based on connection point configuration 
and assigns ports to the VLAN. RAM does not create the VLAN interface for the VLAN. You must 
manually configure the VLAN interface and IP address. 
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Configuring the VLAN interface for the Test department 

Configure VLAN interface 300 and its IP address. 

[SWA]interface Vlan-interface 300 

[SWA-Vlan-interface300]ip address 192.168.30.1 255.255.255.0 

Configuring the VLAN interface for the R&D department 

Configure VLAN interface 200 and its IP address. 

[SWA]interface Vlan-interface 200 

[SWA-Vlan-interface200]ip address 192.168.20.1 255.255.255.0 

Configuring the VLAN interface for the Temporary department 

Configure VLAN interface 100 and its IP address. 

[SWB]interface Vlan-interface 100 

[SWB-Vlan-interface300]ip address 192.168.10.1 255.255.255.0 

Verifying the configuration 

Viewing the deployment result 

View the deployment result in the deployment history. The following uses the Temporary department 
as an example to show the deployment result. 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Deployment History. 

The deployment history records appear. 

3. Click the Deployment Details icon  for Temporary service instance. 

The Service Deployment Details page appears, as shown in Figure 58. 
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Figure 58 Temporary service instance details 

 
 

Verifying the configuration 

Verifying the connectivity between Test/R&D departments and FTP/Web servers 

The Test department's client uses the IP address 192.168.30.21 and connects to GE 1/0/2 on SWA. 
The R&D department's client uses the IP address 192.168.20.21 and connects to GE 1/0/3 on SWA. 
Use the Test department's client and the R&D department's client to ping the FTP server and the 
Web server. The ping operation succeeds, as shown in Figure 59 and Figure 60. 
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Figure 59 Connectivity between the Test department and the FTP and Web servers 

 
 

Figure 60 Connectivity between the R&D department and FTP/Web servers 

 
 

Verifying the connectivity between the Temporary department and FTP/Web servers 

The Temporary department's client uses the IP address 192.168.10.21 and connects to GE 1/0/14 
on SWB. Use the Temporary department's client to ping the FTP server and the Web server. The 
system output is shown in Figure 61. 
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Figure 61 Connectivity between the Temporary department and FTP/Web servers 

 
 

Verifying the download rate between Test/R&D departments and the FTP server 

Use the Test department's client or the R&D department's client to download files from the FTP 
server. The download rate is 1.25 MBps, as shown in Figure 62. 

Figure 62 Downlink rate for the test and R&D departments 

 
 

Verifying the download rate between the Temporary department and the FTP server 

Use the Temporary department's client to download files from the FTP server. The download rate is 
625 kBps, as shown in Figure 63. 
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Figure 63 Downlink rate for the Temporary department 

 
 

Monitoring tenants 

The tenant module displays tenant statistics, including service lease status, bandwidth usage rate, 
and alarms, as shown in Figure 64. 

Figure 64 Monitoring tenants 
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10 Resource deployment configuration 
examples 

This chapter provides examples for deploying resources on RAM. 

Network requirements and analysis 

Network requirements 

As shown in Figure 65, Tenant 1 and Tenant 2 belong to the service department, and Tenant 3 
belongs to another department. 

Deploy resources from RAM to devices to meet the following requirements: 

 Tenant 1 and Tenant 2 can access Server 1, but cannot access Server 2. 

 Tenant 1 and Tenant 2 can access each other, but cannot access other tenants. 

 Tenant 1 and Tenant 2 each have a maximum rate of 10 Mbps to access Server 1.  

This section only describes the configurations on RAM. 

Figure 65 Network diagram 

 
 

Table 23 Basic configurations of the devices 

Device Basic configuration 

SWA IP address of VLAN interface 100: 1.1.4.4/24 

SWB IP address of VLAN interface 100: 1.1.4.3/24 

SWC 

IP address of VLAN interface 100: 1.1.4.1/24 

IP address of VLAN interface 200: 1.1.2.1/24 (Already deployed by 
RAM) 
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Device Basic configuration 

SWD 

IP address of VLAN interface 100: 1.1.5.2/24 

IP address of VLAN interface 500: 1.1.50.1 /24 

IP address of VLAN interface 600: 1.1.60.1/24 

RouterA Connecting networks 1.1.4.0/24 and 1.1.5.0/24 

SWE IP address of VLAN interface 100: 1.1.5.4/24 

SWF IP address of VLAN interface 100: 1.1.5.3/24 

SWG IP address of VLAN interface 100: 1.1.5.5/24 

SWH IP address of VLAN interface 100: 1.1.5.6/24 

Server 1 
 VLAN ID: 500 

 Network: 1.1.50.0/24 

Server 2 
 VLAN ID: 600 

 Network: 1.1.60.0/24 
 

Requirements analysis 

 To isolate the service department from other departments, assign the service department to 
VLAN 300 on the network 1.1.3.0/24. 

 To prevent Tenant 1 and Tenant 2 from accessing VM Server 2, configure an ACL on SWA 
and SWB. 

 To restrict the rate to 10 Mbps for Tenant 1 and Tenant 2 to access VM Server 1, configure 
QoS on SWA and SWB. 

 To ensure VLAN connectivity, configure the link type of ports among switches as trunk. 

 To prevent loops, enable MSTP on SWE, SWF, SWG, and SWH. 

 To exchange routing information, enable OSPF on SWC, RouterA, and SWD. 

RAM configuration analysis 

This section lists the configuration tasks on RAM. 

Dividing the network 

Divide the network into the campus network and the data center. The campus network includes SWA, 
SWB, and SWC. The data center includes RouterA, SWD, SWE, SWF, SWG, and SWH. 

Adding network roles and network model 

Predefined network roles on RAM cannot meet the requirements of this example. Create network 
roles for the access and distribution layers of the enterprise network. 

Assign devices to network layers to create a network model: 

 Assign SWA and SWB to the access layer of the enterprise network. 

 Assign SWC to the distribution layer of the enterprise network. 

 Assign RouterA and SWD to the core layer of the data center. 

 Assign SWE and SWF to the distribution layer of the data center. 
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 Assign SWG and SWH to the access layer of the data center. 

Adding tenants and connection points 

Configure Tenant 1 and Tenant 2 and connection points as shown in Table 24. 

Table 24 Connection point information 

Tenant 
Access 

device 
Interface 

Connection point 

configuration 

Tenant 1 SWA GE 1/0/2 
 VLAN ID: 300 

 Network segment: 1.1.3.0/24 

Tenant 2 SWB GE 2/0/2 
 VLAN ID: 300 

 Network segment: 1.1.3.0/24 
 

Adding a network zone 

Add a network zone including all devices. 

Adding a service model and a service catalog 

Add a service model and a service catalog for the service department. 

Adding a service instance 

Add a service instance for the service department. 

Configuration procedures 

This section does not provide basic settings such as OSPF and MSTP configurations on devices. 

Adding networks 

Adding devices to RAM 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Network. 

The network management page appears. 

3. Click the Import Device icon  . 

The Import Device dialog box appears. 

4. Select custom views for the added switches. 

If you do not add a custom view for the switches, select My Network View. 

5. Click OK. 

The network pooling page appears. After the network pooling finishes, the added devices are 
displayed in the added devices. 
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 NOTE: 

After the devices are added to RAM, links between devices might not be loaded. To load links, 
right-click a blank area on the topology, and then select Reload from the menu. RAM will reload 
the devices and links between the devices. 
 

Adding networks 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Network. 

The network management page appears. 

3. Select List on the network management page. 

The network list displays all networks. 

4. Click Add on the toolbar. 

The Add Network page appears. 

In the Add Network area, configure the following parameters: 

 Name—Enter the network name Campus network. 

 Description—Enter a description for the campus network. 

5. Add devices to the campus network. 

a. In the Device List area, click Add. 

The Select Devices page appears. 

b. Click the Expand icon  to the left of the device view, and then select the subview 
named Switches. 

The Devices Found area displays all switches that have been added to RAM. 

c. Select SWA, SWB, and SWC, and then click the Move Down icon . 

The switches are added to the Selected Devices area. 

d. Click OK to return to the Add Network page. 

The device list displays the switches, as shown in Figure 66. 

Figure 66 Adding the campus network 
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6. Click OK to return to the network list. 

The network list displays the added campus network. 

Add a data center in the same way the campus network was added, and add RouterA, SWD, 
SWE, SWF, SWG, and SWH to the data center in the same way devices were added to the 
campus network. 

Adding network roles 

Add network roles for the access and distribution layers of the enterprise network. 

To add a network role for the access layer: 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Network Model. 

The Network Model page appears. 

3. Click the Network Role tab. 

The Network Role page appears. 

4. Click Add. 

The Add Network Role page appears. 

5. Configure the following parameters for the access layer of the enterprise network: 

 Network Role Name—Enter network role name Enterprise Edge. 

 Color—Select the background color. 

 Description—Remains blank. 

Figure 67 Adding network role access layer of the enterprise network 

 
 

6. Click OK. 

Add the network role for the distribution layer of the enterprise network in the same way the network 
role for the access layer was added. 

Figure 68 Adding network role distribution layer of the enterprise network 

 



 

139 

Adding a network model 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Network Model. 

The Network Model page appears. 

3. Click Add on the toolbar. 

The Add Network Model page appears. 

4. Drag the network roles to the lower area of the page. 

5. In the Network Model Name field, enter a network model name Service Department Y. 

6. Click OK. 

Figure 69 Adding a network model 

 
 

Adding a network zone 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Network Zone. 

The network zone list displays all network zones. 

3. Click Add on the toolbar. 

The Add Network Zone page appears. 

4. In the Add Network Zone area, configure the following parameters: 

 Name—Enter network zone name Service Department Y Zone. 

 Network Model—Select network model Service Department Y from the list. 

5. In the Device List area, add all the devices to the network model Service Department Y. 

6. Click OK to return to the Add Network Zone page. 

The device list displays the added devices, as shown in Figure 70. 
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Figure 70 Adding a network zone 

 
 

7. Click OK to return to the network zone list. 

8. Click the Modify icon  for Service Department Y Zone. 

The Modify Network Zone page appears. 

9. On the topology, drag the devices to corresponding areas based on the network structure. 

10. Click the Save icon . 

Adding connection points 

Add two connection points for the service department: GE 1/0/2 on SWA and GE 2/0/2 on SWB. 

To add connection points: 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Network Zone. 

The network zone list appears. 

3. Click the Connection Point icon  for the network zone shared by the Test and R&D 
departments. 

The Connection Point page appears. 

4. Click the Add. 

The page for adding a connection point appears. 

5. On the Select Device page, select SWA and SWB. 

6. Click Next. The Select Ports page appears. 

7. On the Select Ports page, select GE 1/0/2 of SWA and GE 2/0/2 of SWB. 

8. Click Next. The Configure Parameter page appears. 

9. On the Configure Parameter page, configure the following parameters: 
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 Name—Enter connection point name Access point Y. 

 VLAN—Enter the VLAN ID 300. 

 Access IP—Enter the IP address 1.1.3.1. 

 Mask—Enter the mask 255.255.255.0. 

10. Click OK. 

The Connection Point page displays the connection points for the service department. 

Adding a tenant 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Tenant. 

The tenant list appears. 

3. Click Add on the toolbar. 

The Add Tenant page appears. 

4. Configure the following parameters: 

 Tenant Name—Enter tenant name Tenant 1/2. 

 Description—Remains blank. 

5. Select a connection point. 

a. In the connection point area, click Select Connection Point. 

The page for selecting a connection point appears. 

b. Select Access point Y. 

c. Click OK to return to the Add Tenant page. 

The Connection Point area displays Access point Y. 

6. Click OK. 

The tenant list displays Tenant 1/2. 

Figure 71 Adding a tenant 

 
 

Adding a service catalog 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Service Catalog. 

The service catalog list appears. 

3. Click Add Service Catalog. 

The Add Service Catalog dialog box appears. 

4. In the Name field, enter the service catalog name Catalog Y. 

5. Click OK. 
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The service catalog list displays Catalog Y. 

Figure 72 Adding a service catalog 

 
 

Adding a service model 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Service Model. 

The Service Model page appears. 

3. Click the Network Model icon . 

The Set Network Model dialog box appears. 

4. Select network model Service Department Y. 

5. Click OK. 

6. Add a device model for each device. 

Assign the switch models and router model in the vDev area to the network model as follows: 

 Assign SWA and SWB models to the access layer of the enterprise network. 

 Assign the SWC model to the distribution layer of the enterprise network. 

 Assign the RouterA model and the SWD model to the core layer of the data center. 

 Assign SWE and SWF models to the distribution layer of the data center. 

 Assign SWG and SWH models to the access layer of the data center. 

Connect all models through links in the vLink area, and connect connection point C to the 
SWA and SWB models, as shown in Figure 73. 

Figure 73 Adding a service model 

 
 

7. Configure parameters for the SWA model. 

a. Double-click the SWA model. 

The interface is unfolded, as shown in Figure 74. 
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Figure 74 Unfolding the interface 

 
 

b. Right-click the interface, and then select Configure from the menu. 

The Configuration dialog box appears. 

c. Click Add. 

The Configuration Item dialog box appears. 

d. Select VLAN, Advanced ACL, and CAR Bandwidth. 

e. Click OK to return to the Configuration dialog box, as shown in Figure 75. 

Figure 75 Configuration dialog box 

 
 

f. Configure parameters in the Configuration dialog box. 

g. Click Save. 

h. Close the Configuration dialog box. 

8. Configure VLAN, advanced ACL, and CAR bandwidth parameters for the SWB model in the 
same way the parameters were added for the SWA model. 

9. Configure parameters for the SWC model. 

a. Right-click the SWC model, and then select Configure from the menu. 

The Configuration dialog box appears. 
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b. Click Add. 

The Configuration Item dialog box appears. 

c. Select OSPF. 

d. Click OK. 

e. Click Save. 

f. Close the Configuration dialog box. 

g. Double-click the SWC model. 

Interfaces are unfolded. Separate the interfaces, as shown in Figure 76. 

Figure 76 Unfolded interfaces 

 
 

h. Right-click the interface that connects to the SWA model, and then select Configure from 
the menu. 
The Configuration dialog box appears. 

i. Click Add. 

The Configuration Item dialog box appears. 

j. Select VLAN. 

k. Click OK to return to the Configuration dialog box. 

l. Configure the VLAN ID. 

m. Click Save. 

n. Close the Configuration dialog box. 

Repeat step h to step n to configure the VLAN ID for the interface that connects to the SWB 
model. 

10. Click the Save icon . 

The Save Service Model dialog box appears. 

11. Configure the following parameters for the service model: 

 Service Model Name—Enter service model name Model for Y. 

 Service Catalog—Select Catalog Y from the list. 

 Use Predefined Icon—Select Use Predefined Icon. 

 Icon—Select the default value app.png. 

 Description—Remains blank. 
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Figure 77 Configure parameters for the service model 

 
 

12. Click OK. 

Adding a service instance 

1. Click the Service tab. 

2. From the navigation tree, select Resource Automation Manager > Deployed Services. 

The service instance list appears. 

3. On the toolbar, click Assign Service. 

The Assign Service dialog box appears. 

4. Configure the following parameters: 

 Tenant—Select Tenant 1/2. 

 Connection Point—Access point Y automatically appears. 

 Network Zone—Service Department Y Zone automatically appears. 

 Service Catalog—Select Catalog Y from the list. 

 Service Model—Select Model for Y from the list. 

Figure 78 Configuring parameters 

 
 

5. Click OK. 

The topology appears. 
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6. On the toolbar, click Calculate Path. 

RAM matches device models in the service model with physical devices in the network zone. 

If the match succeeds, the Select Path dialog box appears, as shown in Figure 79. 

Figure 79 Selecting a path 

 
 

If multiple paths are matched, select a correct path. 

7. Click OK. 

In the network zone, the matching devices blink. 

8. Configure parameters for the SWA model. 

a. Double-click the SWA model in the service model. 

The interface on the SWA model is unfolded. 

b. Right-click the SWA model's interface that connects to the SWC model, and then select 
Configure from the menu. 

The Configuration dialog box displays the matching interface GigabitEthernet 1/0/1. 

c. Click Add. 

The Configuration Item dialog box appears. 

d. Select VLAN, Advanced ACL, and CAR Bandwidth. 

e. Click OK to return to the Configuration dialog box. 

f. Configure parameters. 

In the VLAN area, enter 300 for VLAN ID. 

In the Advanced ACL area, configure the following parameters: 

 ACL Number—Enter 3030. 

 Direction—Enter outbound. 

 Matching Action—Select deny. 

 Source IP Address—Enter 1.1.3.0. 

 Mask—Enter 0.0.0.255. 

 Destination IP Address—Enter 1.1.60.0. 

 Mask—Enter 0.0.0.255. 

 Protocol—Select ip. 

 Application Port Number—Remains blank. 

In the Committed Access Rate area, configure the following parameters: 

 Committed Rate—Enter 10000. 

 Committed Burst Size—Enter 64000. 
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 ACL Number—Enter 3031. 

 Source IP Address—Enter 1.1.50.0. 

 Mask—Enter 0.0.0.255. 

 Destination IP Address—Enter 1.1.3.0. 

 Mask—Enter 0.0.0.255. 

 Priority—Remains blank. 

 Protocol—Use the default value. 

 Direction—Enter INBOUND. 

g. Click the Save icon. 

h. Close the Configuration dialog box. 

9. Configure parameters on the SWB model, as shown in Figure 80. 
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Figure 80 Configuring parameters for the SWB model 

 
 

10. Configure parameters for the SWC model. 

a. Right-click the SWC model, and then select Configure from the menu. 

The Configuration dialog box appears. 

b. Add Distributed OSPF Routing and Create VLAN. 

c. Click OK to return to the Configuration dialog box. 

d. Configure the following parameters: 

 IP Address—Enter 1.1.3.0. 

 Mask—Enter 0.0.0.255. 

 Area—Enter 0.0.0.0. 
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 VLAN ID—Enter 300. 

Figure 81 Configuring OSPF and VLAN parameters 

 
 

e. Click Save. 

f. Close the Configuration dialog box. 

g. Double-click the SWC model. 

The interface on the SWC model is unfolded. 

h. Separate the interfaces. 

i. Right-click the interface that connects to the SWA model, and then select Configure from 
the menu. 

The Configuration dialog box appears. 

j. Add Permit VLAN. 

k. Enter 300 for VLAN ID. 

l. Click Save. 

m. Close the Configuration dialog box. 
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Figure 82 Configuring Permit VLAN 

 
 

Repeat Figure 81iFigure 81i to Figure 81m, for the interface that connects to the SWB. 

11. Click Add Service. 

The Save Service Instance dialog box appears. 

Configure the following parameters: 

 Service Name—Enter service instance name Service for Y. 

 Execution Frequency—Select Scheduled from the list. 

 Check Conflict—Select Yes. 

 Lease Start Time—Set the lease start time to 2013-10-16 15:01. 

 Lease End Time—Set the lease end time to 2013-11-16 00:01. 

Figure 83 Configuring parameters for the service instance 

 
 

12. Click OK. 
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Deploying a service instance 

Service instances are automatically deployed at the lease start time. 

Configuring a VLAN interface 

Configure VLAN interface 300 and its IP address on SWC. 

[SWC]interface Vlan-interface 300 

[SWC-Vlan-interface300]ip address 1.1.3.1 255.255.255.0 

Verifying the configuration 

Verifying the connectivity 

Tenant 1 and Tenant 2 can access Server 1, as shown in Figure 84 and Figure 85. 

Figure 84 Connectivity between Tenant 1 and VM Server 1 
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Figure 85 Connectivity between Tenant 1 and VM Server 1 

 
 

Tenant 1 and Tenant 2 cannot access Server 2, as shown in Figure 86 and Figure 87. 

Figure 86 Connectivity between Tenant 1 and VM Server 2 
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Figure 87 Connectivity between Tenant 2 and VM Server 2 

 
 

Tenant 1 can access Tenant 2, as shown in Figure 88. 

Figure 88 Connectivity between Tenant 1 and Tenant 2 

 
 

Tenant 1 and Tenant 2 cannot access Tenant 3, as shown in Figure 89 and Figure 90. 
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Figure 89 Connectivity between Tenant 1 and Tenant 3 

 
 

Figure 90 Connectivity between Tenant 2 and Tenant 3 
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11 Terminology 

 Connection point: An interface that connects to a tenant. 

 Inverse orchestration: Automatically creates a service model after you select network 
devices.  

 Match: Associates the virtual resources in a service model to devices and links in a network 
zone. 

 Network: Includes a group of resources. You can classify resources such as devices and 
servers into groups based on resource locations and functions. 

 Network role: Corresponds to a network layer, such as the access layer or distribution layer. 

 Network model: Defines a hierarchical network structure, which comprises multiple network 
layers. Network models are the basis of network zones and service models.  

 Orchestration: Allows you to manually create a service model.  

 RAM: Resource Automation Manager is an IMC service component that supports automated 
resource deployment and management.  

 Network zone: Contains specific network resources for a service.  

 Service: Includes a set of device resources and configurations. Services are customized for 
tenants.  

 Service orchestration: Allows you to create service models based on network models.  

 Service model: Includes virtual network resources and their settings. A service model can be 
used by all tenants that need the same service. 

 Service catalog: Lists service models based on groups. 

 Service instance: Application of a service model. A service instance specifies the actual 
network resources that correspond to the virtual network resources in the service model. 

 Tenant: A user using a service.  
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About HPE IMC documents 

The following are the documents available for Hewlett Packard Enterprise IMC: 
 

Documents Purpose 

Hardware specifications and installation  

HPE IMC Getting Started Guide Quickly guides you through the IMC main features and 
troubleshooting common problems. 

HPE IMC Centralized Deployment Guide 
with Embedded Database 

Provides a complete guide to IMC platform and 
components installation and centralized deployment using 
embedded database. 

HPE IMC Centralized Deployment Guide 
with Local Database 

Provides a complete guide to IMC platform and 
components installation and centralized deployment using 
local database. 

HPE IMC Centralized Deployment Guide 
with Remote Database 

Provides a complete guide to IMC platform and 
components installation and centralized deployment using 
remote database. 

HPE IMC Distributed Deployment Guide 
with Local Database 

Provides a complete guide to IMC platform and 
components installation and distributed deployment using 
local database. 

HPE IMC Distributed Deployment Guide 
with Remote Database 

Provides a complete guide to IMC platform and 
components installation and distributed deployment using 
remote database. 

HPE IMC Probe Installation Guide Provides a complete guide to IMC Probe installation and 
deployment. 

HPE IMC RSM Installation Guide 
Provides a complete guide to IMC RSM installation and 
deployment. 

HPE IMC iHATool Installation Guide Provides a complete guide to IMC iHATool installation. 

SQL Server 2008 Installation and 
Configuration Guide 

Guides you through installing SQL Server 2008 for IMC. 

SQL Server 2008 R2 Installation and 
Configuration Guide 

Guides you through installing SQL Server 2008 R2 for IMC. 

SQL Server 2012 Installation and 
Configuration Guide 

Guides you through installing SQL Server 2012 for IMC. 

SQL Server 2014 Installation and 
Configuration Guide 

Guides you through installing SQL Server 2014 for IMC. 

Oracle 11g Installation and Configuration 
Guide(for Linux) 

Guides you through installing Oracle 11g on Linux for IMC. 

Oracle 11g R2 Installation and Configuration 
Guide(for Linux) 

Guides you through installing Oracle 11g R2 on Linux for 
IMC. 

Oracle 12c Installation and Configuration 
Guide(for Linux) 

Guides you through installing Oracle 12c on Linux for IMC. 

MySQL 5.5 Installation and Configuration 
Guide (for Linux) 

Guides you through installing MySQL 5.5 on Linux for IMC. 

MySQL 5.5 Installation and Configuration 
Guide (for Windows) 

Guides you through installing MySQL 5.5 on Windows for 
IMC. 

MySQL 5.6 Installation and Configuration 
Guide (for Linux) 

Guides you through installing MySQL 5.6 on Linux for IMC. 
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Documents Purpose 

MySQL 5.6 Installation and Configuration 
Guide (for Windows) 

Guides you through installing MySQL 5.6 on Windows for 
IMC. 

Red Hat Enterprise Linux 6.4 Installation 
Guide 

Guides you through installing Red Hat Enterprise Linux 6.4 
for IMC. 

Red Hat Enterprise Linux 7.0 Installation 
Guide 

Guides you through installing Red Hat Enterprise Linux 7.0 
for IMC. 

Software configuration  

HPE IMC Enterprise and Standard Platform 
Administrator Guide 

Describes operation procedures on the IMC platform. 

HPE IMC Quality of Service Manager 
Administrator Guide 

Describes operation procedures on the IMC Quality of 
Service Manager. 

HPE IMC Resource Automation Manager 
Administrator Guide 

Describes operation procedures on the Resource 
Automation Manager. 

HPE IMC Service Health Manager 
Administrator Guide 

Describes operation procedures on the Service Health 
Manager. 

HPE IMC VAN Connection Manager 
Administrator Guide 

Describes operation procedures on the IMC VAN 
Connection Manager. 

HPE IMC VAN Software Defined Network 
Manager Administrator Guide 

Describes operation procedures on the IMC VAN Software 
Defined Network Manager. 

HPE IMC VAN Fabric Manager 
Administrator Guide 

Describes operation procedures on the IMC VAN Fabric 
Manager. 

HPE IMC Application Manager Administrator 
Guide 

Describes operation procedures on the IMC Application 
Manager. 

HPE IMC Branch Intelligent Management 
System Administrator Guide 

Describes operation procedures on the IMC Branch 
Intelligent Management System. 

HPE IMC Business Service Performance 
Administrator Guide 

Describes operation procedures on the IMC Business 
Service Performance. 

HPE IMC IPsec VPN Manager Administrator 
Guide 

Describes operation procedures on the IMC IPsec VPN 
Manager. 

HPE IMC MPLS VPN Manager 
Administrator Guide 

Describes operation procedures on the IMC MPLS VPN 
Manager. 

HPE IMC Network Traffic Analyzer 
Administrator Guide 

Describes operation procedures on the IMC Network Traffic 
Analyzer. 

HPE IMC Service Operation Manager 
Administrator Guide 

Describes operation procedures on the IMC Service 
Operation Manager. 

HPE IMC User Behavior Auditor 
Administrator Guide 

Describes operation procedures on the IMC User Behavior 
Auditor. 

HPE IMC UC Health Manager Admin Guide Describes operation procedures on the IMC UC Health 
Manager. 

HPE IMC Wireless Service Manager 
Administrator Guide 

Describes operation procedures on the IMC Wireless 
Service Manager. 

HPE IMC User Access Manager 
Administrator Guide 

Describes operation procedures on the IMC User Access 
Manager. 

HPE IMC TACACS+ Authentication 
Manager Administrator Guide 

Describes operation procedures on the IMC TACACS+ 
Authentication Manager. 
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Documents Purpose 

HPE IMC EAD Security Policy Administrator 
Guide 

Describes operation procedures on the IMC EAD Security 
Policy Manager. 

Online Help Helps you properly use IMC. 

Operations and maintenance  

Readme Provides most recent IMC release information. 
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Document conventions 

This section describes the conventions used in the documentation. 

Port numbering in examples 

The port numbers in this document are for illustration only and might be unavailable on your device. 

Command conventions 

Convention Description 

Boldface Bold text represents commands and keywords that you enter literally as shown. 

Italic Italic text represents arguments that you replace with actual values. 

# A line that starts with a pound (#) sign is comments. 

 

GUI conventions 

Convention Description 

Boldface 
Window names, button names, field names, and menu items are in Boldface. For 
example, the New User window appears; click OK. 

> 
Multi-level menus are separated by angle brackets. For example, File > Create > 
Folder. 

 

Symbols 

Convention Description 

 WARNING! 
An alert that calls attention to important information that if not understood or followed 
can result in personal injury. 

 CAUTION: 
An alert that calls attention to important information that if not understood or followed 
can result in data loss, data corruption, or damage to hardware or software.  

 IMPORTANT: An alert that calls attention to essential information. 

NOTE: An alert that contains additional or supplementary information. 

 TIP: An alert that provides helpful information. 
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Support and other resources 

Accessing Hewlett Packard Enterprise Support 

 For live assistance, go to the Contact Hewlett Packard Enterprise Worldwide website: 

www.hpe.com/assistance  

 To access documentation and support services, go to the Hewlett Packard Enterprise Support 
Center website: 

www.hpe.com/support/hpesc  

Information to collect 

 Technical support registration number (if applicable) 

 Product name, model or version, and serial number 

 Operating system name and version 

 Firmware version 

 Error messages 

 Product-specific reports and logs 

 Add-on products or components 

 Third-party products or components 

Accessing updates 

 Some software products provide a mechanism for accessing software updates through the 
product interface. Review your product documentation to identify the recommended software 
update method. 

 To download product updates, go to either of the following: 

 Hewlett Packard Enterprise Support Center Get connected with updates page: 

www.hpe.com/support/e-updates  

 Software Depot website: 

www.hpe.com/support/softwaredepot  

 To view and update your entitlements, and to link your contracts, Care Packs, and warranties 
with your profile, go to the Hewlett Packard Enterprise Support Center More Information on 
Access to Support Materials page: 

www.hpe.com/support/AccessToSupportMaterials  
 

 IMPORTANT: 

Access to some updates might require product entitlement when accessed through the 
Hewlett Packard Enterprise Support Center. You must have an HP Passport set up with 
relevant entitlements. 

 

http://www.hpe.com/assistance
http://www.hpe.com/support/hpesc
http://www.hpe.com/support/e-updates
http://www.hpe.com/support/softwaredepot
http://www.hpe.com/support/AccessToSupportMaterials


 

161 

Websites 

Website Link 

Networking websites  

Hewlett Packard Enterprise Networking Information Library www.hpe.com/networking/resourcefinder 

Hewlett Packard Enterprise Networking website www.hpe.com/info/networking 

Hewlett Packard Enterprise Networking My Support www.hpe.com/networking/support 

General websites  

Hewlett Packard Enterprise Information Library  www.hpe.com/info/enterprise/docs 

Hewlett Packard Enterprise Support Center www.hpe.com/support/hpesc 

Contact Hewlett Packard Enterprise Worldwide www.hpe.com/assistance 

Subscription Service/Support Alerts www.hpe.com/support/e-updates 

Software Depot www.hpe.com/support/softwaredepot 

Customer Self Repair (not applicable to all devices) www.hpe.com/support/selfrepair 

Insight Remote Support  (not applicable to all devices) www.hpe.com/info/insightremotesupport/docs 

 

Customer self repair 

Hewlett Packard Enterprise customer self repair (CSR) programs allow you to repair your product. 
If a CSR part needs to be replaced, it will be shipped directly to you so that you can install it at your 
convenience. Some parts do not qualify for CSR. Your Hewlett Packard Enterprise authorized 
service provider will determine whether a repair can be accomplished by CSR. 

For more information about CSR, contact your local service provider or go to the CSR website: 

www.hpe.com/support/selfrepair  

Remote support 

Remote support is available with supported devices as part of your warranty, Care Pack Service, or 
contractual support agreement. It provides intelligent event diagnosis, and automatic, secure 
submission of hardware event notifications to Hewlett Packard Enterprise, which will initiate a fast 
and accurate resolution based on your product’s service level. Hewlett Packard Enterprise strongly 
recommends that you register your device for remote support. 

For more information and device support details, go to the following website: 

www.hpe.com/info/insightremotesupport/docs 

Documentation feedback 

Hewlett Packard Enterprise is committed to providing documentation that meets your needs. To help 
us improve the documentation, send any errors, suggestions, or comments to Documentation 
Feedback (docsfeedback@hpe.com). When submitting your feedback, include the document title, 
part number, edition, and publication date located on the front cover of the document. For online 
help content, include the product name, product version, help edition, and publication date located 
on the legal notices page. 
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